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PREFACE 


Advances  in  microtechnol  ogies  have  resulted  in 
electrical  components  with  increased  capability,  reduced 
weight  and  size,  low  operating  power  requirements ,  and  many 
other  advantages .  Along  with  these  advantages  comes  the 
disadvantage  of  increased  sensitivity  of  these  electrical 
components  to  the  damaging  effects  of  el ectrostat ic 
discharges  (ESD)  .  Some  private  companies  have  developed 
comprehens i ve  ESD  control  programs  which  effectively  deal 
with  the  ESD  threat  .  In  fact,  these  companies  have  enjoyed 
a  cost  savings  in  the  millions  of  dollars  for  their  efforts. 
Unfortunately,  the  Air  Force  has  no  such  comprehensive  ESD 
control  program .  This  is  attributable,  in  part  ,  to  a 
failure  of  Air  Force  personnel  to  recognize  the  significance 
of  the  ESD  threat.  This  is  particularly  true  of  Senior  Air 
Force  leadership.  The  purpose  of  this  paper  is  to  document, 
in  layman's  terms,  a  case  for  a  comprehensive  ESD  control 
program  in  the  Air  Force.  The  author  wishes  to  than!  his 
advisor,  Major  Eugene  F.  Leach,  who  gave  him  a  long  leash 
yet  a  firm  hand  for  guidance.  Also,  a  word  of  gratitude  for 
the  many  people  who  contributed  to  the  contents  of  this 
paper .  Special  thanks  to  Mr.  Damal  J.  Burns,  Rome  Air 
Development  Center;  Mr.  Steven  C.  Gerkin,  Aerospace  Guidance 
and  Metrology  Center;  and  Captain  Jeffrey  M.  Cukr, 
Headquarters ,  Air  Force  Logistics  Command.  Finally,  but  not 
least,  this  paper  is  dedicated  to  my  wife,  Sabrina,  for  her 
loving  encouragement  and  patience.  _ 


Accession  For 

BTIS 
DTIC  1 
Unaruic 
Justll 

GRAAI  Jt 

'AB  □ 

unced  Q 

1  Distribution 
]  Avallabllit 

/ 

y  Codas 

1 

Avail 

Spec 

ind/or 

Lai 

1  1  1 


ABOUT  THE  AUTHOR 


Captain  James  F.  Diehl  graduated  -from  North  Texas  State 
University  in  1976  with  a  bachelor's  degree  in  business 
admin  1 strat ion  .  Receiving  his  commission  through  the  AFRQTC 
program,  he  was  assigned  to  Minot  Air  Force  Base,  North  Dalota, 
as  a  Minuteman  Missile  Launch  Officer.  During  this  tour  of  duty 
he  held  a  variety  of  positions  to  include  Missile  Combat  Crew 
Commander ,  Wing  Instructor  and  Flight  Commander  .  A-fter  over  tour 
years  in  the  missile  operations  career  -field.  Captain  Diehl 
transitioned  to  missile  maintenance  with  an  assignment  to 
Whiteman  Air  Force  Base,  Missouri.  While  at  Whiteman  he  held  the 
positions  of  Chief  of  the  Missile  Maintenance  Teams,  Facility- 
Maintenance  Teams,  and  Scheduling  Branches.  During  this 
assignment,  he  was  awarded  a  master's  degree  in  business 
admin istrat ion  from  the  University  of  North  Dalota  and  graduated 
from  the  Squadron  Officer  School  in-residence  program.  His  next 
assignment  was  with  the  Strategic  Air  Command  Inspector  General 
as  a  missile  maintenance  squadron  inspector.  Captain  Diehl  is 
currently  a  member  of  the  Air  Command  and  Staff  College  class  of 
1987  . 


TABLE  OF  CONTENTS  _ 


Pref  ace . 

About  the  Author . 

Table  o-f  Contents.... 
List  of  1 1  1  ustrat ions 
Executive  Summary . . . . 


CHAPTER  ONE — INTRODUCTION 

Statement  of  Problem . . 

Significance  of  the  Problem. 
Assumptions  and  Limitations. 
Objective . . 


CHAPTER  TWO — ELECTROSTATIC  DISCHARGE 

Background . 

Types  of  Failures . 

Why  Failures  Are  Not  Recognised... 


CHAPTER  THREE— ESD  IN  PRIVATE  INDUSTRY 

Background . 

Implementation  of  ESD  Control s . 


CHAPTER  FOUR — COST/BENEFIT  ANALYSIS  OF  ESD  CONTROLS 
Cost  of  ESD  Controls . 

CHAPTER  FIVE — ESD  IN  THE  AIR  FORCE 

Back  ground . . . 

Probl  ems  of  ESD  Control . . . 

Case  Studies . 


CHAPTER  SIX — FINDINGS  AND  RECOMMENDATIONS 

F  1  nd  l  ngs . . . 

Recommendat  ions . . . . 


BIBLIOGRAPHY 


APPENDI  X — Proposed  Air  Force  ESD  Control  Program 
Regul at l on . 


gj  m  ro 


LIST  OF  ILLUSTRATIONS 


FIGURES 

FIGURE  1 — Charged  Field  of  a  Technician . 6 

FIGURE  2 — ESD  Damage  in  an  Integrated  Circuit..... . 7 

FIGURE  3 — ESD  Costs  at  Different  Production  Stages . 22 

TABLES 

TABLE  1 — Sources  of  Static  Generation . 6 

TABLE  2 — LMSC  Four  Year  Cost  Table . 22 


EXECUTIVE  SUMMARY 

Part  of  our  College  mission  is  distribution  of  the 
students’  problem  solving  products  to  DoD 
sponsors  and  other  interested  agencies  to 
enhance  insight  into  contemporary,  defense 
related  issues.  While  the  College  has  accepted  this 
product  as  meeting  academic  requirements  for 
graduation,  the  views  and  opinions  expressed  or 
implied  are  solely  those  of  the  author  and  should 
not  be  construed  as  carrying  official  sanction. 
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REPORT  NUMBER  87-0670 
AUTHOR(S)  CAPTAIN  JAMES  F.  DIEHL,  USAF 
TITLE  ELECTROSTATIC  DISCHARGE 


I.  Purpose ;  To  document,  in  layman's  terms,  a  case  Tor  a 
comprehensive  el ectrostat ic  discharge  (ESD)  control  program  in 
the  Air  Force. 

II  •  Probl em :  The  Air  Force  has  no  comprehensive  ESD  control 
program  which  effectively  deals  with  the  threat  of  ESD  and 
prevents  damage  to  sensitive  electronic  systems,  subsystems,  and 
equipment . 

III.  Data :  Advances  in  microtechnologies  have  resulted  in 
electrical  components  with  increased  capability,  reduced  weight 
and  size,  low  operating  power  requirements ,  and  many  other 
advantages.  Unfortunately,  these  advances  in  microtechnol ogy 
have  resulted  in  electronics  with  increased  sensitivity  to  ESD 
voltages  as  low  as  20  volts.  This  low  threshold  for  damage  is 
significant  since  a  technician  can  generate  from  100  to  35,000 
volts  while  performing  maintenance.  Now  days,  over  60  percent  ol 
the  microcircuits  produced  are  ESD  sensitive.  Experiences  of 
private  industry  have  proven  that  comprehens i ve  ESD  control 
programs ,  using  special  packaging  materials  and  handling 
procedures,  can  significantly  reduce  the  impact  of  ESD  on 
component  reliability  and  life  cycle  costs.  For  example,  the 
Lockheed  Missiles  and  Space  Company  enjoyed  a  cost  saving  in 
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E5D  specialists  whose  sole  duty  is  r  espor . 
development,  implementation,  and  over  s  1  qr,  < 
control  program.  The  first  goal  of  this  , 
senior  Air  force  leadership,  aware  of  flip  ; 
to  obtain  -funding  and  support  for  the  Air 
programi.  Their  ne  ,t  step  won '  d  be  to  pub’ 
regulation  providing  the  major  commands  pc: 
implementation  and  management  of  the  Air  f 
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Chapter  One 


INTRODUCTION 


STATEMENT  OF  PROBLEM 


Recent  advances  in  m i crotechnol ogy  have  revolutionized  ' r  - 
electronics  i ndustr y .  A  c  om p  u  t  e  r  that,  in  1953,  took  400  *  a  .  a  *  * 

+  e e  t  to  store  1  million  characters  has  been  replaced  by  the 
c  oiti  p  ij  t  e  r  «  of  toda-  which  store  the  same  number  of  characters  : r 
computer  chip  1/4"  square  (28:3).  Unfortunately,  these  advance; 

,n  m i c  r  o  t  e  c h n o logy  have  resulted  in  electronics  with  increased 
s  e  n  s i  t i v i  t  v  to  electrostatic  discharge  ( ESD  > .  Within  the  m i r 
force  no  comprehensive  ESD  control  program  has  been  developed  f 
address  these  changes  in  technology  and  prevent  damage  to  ESC' 
sensitive  electronic  systems,  subsystems,  and  equipment.  This  s 
attributable,  . n  part,  to  a  failure  of  Air  Force  per  son  n  e 1  t o 
recognize  the  significance  of  the  ESD  problem.  Test  procedures 
nave  been  developed  to  identify  ESD  sensitive  components  and  the- 
are  presently  in  force  in  procurement  documents.  Included  are 
provisions  for  special  packaging  of  sensitive  components  to 
prevent  damage  by  ESD  exposure.  However,  parts  must  be  protectee 
be-ond  the  supply  channel  .  The  Air  Force  must  make  an  honest  an  3 
n  depth  assessment  of  the  ESD  threat  in  its  operational  and 
repair  environment.  This  assessment  is  needed  to  gauge  the  scope 
cf  an-  future  ESD  control  program.  In  1983,  a  private  comp  an > 
proposed  an  ESD  impact  study  (32:1),  but  it  was  rejected.  To 
date,  funding  limitations  and  a n  unwillingness  to  initiate 
c  r  it-  cal  introspection  have  blocked  pr  ogre  ss  t  owar ds  c on t  r  o 1  1  1 n  g 
ESC1.  The  Air  Force  does  not  know  the  extent  of  the  problerri  arid 
therefore  what  is  needed  to  correct  it  (21:--)!  More 
importantly,  Senior  Air  Force  leadership  has  yet  to  be  convinced 
0+  the  cost  and  mission  impact  of  the  ESD  problemi. 

Not  everyone  in  the  Air  Force  has  been  slow  to  recognize  the 
significance  of  the  ESD  problem.  For  several  years  there  has 
been  a  grass-roots  effort  within  the  Air  Force  to  control  ESD. 
however,  this  effort  has  been  unorganized  and  ineffective  (33:--; 
ts: -- ;  37:--,  38:-->.  The  weakness  of  the  grass-roots  efforts 
e.sts  because  there  is  no  unity  of  effort  to  standardize  and 
er,  t'..,.  ce  control  procedures,  and  allow  for  an  exchange  of 
i  r,  f  or  ms  t  1  on  .  The  Navy,  on  the  other  hand,  has  dealt  effect  1  uel  > 
wi tn  ESD.  In  fact,  the  two  major  Department  of  Defense 
publications  for  the  control  of  ESD  were  developed  by  the  Navy. 
For  the  Mir  Force  to  have  an  effective  ESD  control  p r o g r am , 
senior  Air  Force  management  must  first  become  involved.  Owen  J. 
'IcmN? r  ,  a  West  1  nghouse  Electric  Corporation  technical  advisor  on 
e  l  e  :  * r  on  1  c  c  orrip  on  ent  reliability  ma  tters,  hit  the  nail  on  the 
h e  a d  1  ■ ' h e n  he  wrote  <8:189): 


To  achieve  implementation  o-f  any  ESD  preventive 
measures ,  management  must  be  convinced.  Complete  and 
thorough  implementation  requires  that  management  be 
educated  to  the  tact  that  the  static  problem  is  real 
and  that  corrective  measures  are  cost-effective .  A 
half-hearted  commitment  will  not  accomplish  much  for 
very  long.  The  management  level  to  be  reached  will 
depend  on  the  costs  of  recommended  actions. 

Since  ESD  is  an  Air  Force  wide  problem,  the  "management  level  to 

be  reached"  is  the  Air  Staff. 


SIGNIFICANCE  OF  THE  PROBLEM 

As  Chapter  Five  of  this  paper  will  show,  the  absence  of  a 
comprehensive  Air  Force  ESD  control  program  represents  a  missed 
opportunity  to  enhance  the  reliability  and  maintainabi 1 ity  of  the 
Air  Force's  weapon  systems,  while  at  the  same  time  enjoying  a 
cost  savings  in  the  millions  of  dollars.  The  impact  of  ESD  on 
mission  effectiveness  and  life  cycle  cost  will  only  increase  as 
the  Air  Force  acquires  new  systems,  such  as  the  B-l  bomber  and 
Peacekeeper  missile  which  are  heavily  laden  with  ESD  sensitive 
components . 


ASSUMPTIONS  AND  LIMITATIONS 

The  goal  of  this  research  project  is  to  inform  senior  Air 
Force  leadership  of  the  need  for  a  comprehensive  Air  Force  ESD 
control  program .  Primarily,  this  paper  will  focus  on  the 
problems  of  ESD  within  base-level  maintenance  organ i cat i ons  and 
Air  Logistics  Centers  (depots).  Not  directly  addressed  are  the 
many  other  Air  Force  organizations  which  handle  electrical 
components  and  also  need  to  be  involved  in  controlling  ESD.  Such 
organ i cat  ions  include  procurement  ,  supply,  and  operations. 

Further ,  it  is  recognized  there  are  some  Air  Force  organizations, 
such  as  the  Aerospace  Guidance  and  Metrology  Center  (Air  Force 
Logistics  Command)  ,  Newark  Air  Force  Station,  Ohio,  and  the  Rome 
Air  Development  Center  (Air  Force  Systems  Command) ,  Griff iss  Air 
Force  Base,  New  York,  who  already  have  effective  ESD  control 
programs.  However,  the  strength  of  these  programs  is 
attributable  to  the  expertise  of  their  people;  an  expertise  not 
typically  found  in  a  depot  or  field  maintenance  organizat ion  . 
Thus,  the  aim  of  this  paper  is  to  encourage  the  establishment  of 
effective  ESD  controls  throughout  the  Air  Force — to  include  the 
base  and  depot  maintenance  levels.  An  ESD  control  program  of 
this  type  would  ensure  technicians/supervisors  assigned  to  such 
places  as  a  depot  at  Kelly  AFB ,  Texas,  an  Avionics  Squadron  at 
Clark  AFB,  Philippines,  or  a  Field  Missile  Maintenance  Squadron, 
at  Minot  AFB,  North  Dakota,  fully  understands  what  steps  must  be 
accomplished  to  control  ESD - and  takes  them! 


Ni 


OBJECTIVE 

The  purpose  of  this  paper  is  to  document,  in  layman's  terms, 
a  case  for  the  development  of  a  comprehensive  Air  Force  ESD 
control  program .  To  start,  Chapter  Two  will  give  the  background 
on  ESD  and  discuss  types  of  ESD  caused  failures.  Included  will 
be  a  review  of  why  these  failures  often  remain  undetected. 

Chapter  Three  will  detail  private  industry's  initial  response  to 
the  ESD  threat  and  seven  steps  commonly  taken  to  establish 
effective  ESD  controls.  The  fourth  chapter  will  analyze  the  cost 
of  implementing  ESD  control s  and  Chapter  Five  will  address  ESD 
controls  in  the  Air  Force.  The  sixth  and  final  chapter  will 
contain  findings  and  recommendations.  A  proposed  Air  Force  ESD 
Control  Program  regulation  will  be  placed  in  the  appendices  of 
this  paper . 
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Chapter  Two 


ELECTROSTATIC  DISCHARGE 


BACKGROUND 

ESD  is  similar  to  the  shock  received  when  touching  a 
grounded  metal  object  after  walking  across  a  carpet  or  removing 
clothes  from  a  clothes  dryer.  It  is  generated  by  the  rubbing  or 
separation  of  materials  or  even  by  flows  of  liquids,  vapors,  or 
gases.  Examples  include:  air  through  a  nozzle,  belts  or  fabric 
moving  over  rollers,  rubber  tires  rolling  along  a  highway, 
conveyor  belts,  paper  running  through  printing  presses,  and  tape 
being  pulled  from  rolls  <28:1;  21:--).  Once  generated,  the 
static  charge  is  stored  on  the  nonconduc t i ve  material  and  remains 
until  discharged;  whether  suddenly  or  slowly  over  a  period  of 
time.  In  the  case  of  someone  walking  across  carpeting,  the 
discharge  occurs  when  the  individual  touches  a  door  knob.  In 
more  technical  terms,  ESD  is  "a  transfer  of  e 1 ec trostat i c  charge 
between  bodies  at  different  electrostatic  potentials  caused  by 
direct  contact  or  induced  by  an  electrostatic  field  (20:3).“ 

Advances  in  microelectronics  have  resulted  in  electrical 
components  with  increased  capability,  reduced  weight  and  size, 
low  operating  power  requirements,  and  many  other  advantages. 
However,  these  advances  have  also  caused  an  increase  in  the 
number  of  ESD  sensitive  components  (19:1).  During  the  mid  1970's 
less  than  10  percent  of  the  components  in  use  were  ESD  sensitive; 
by  1981  40  percent  of  the  components  in  use  were  ESD  sensitive. 
Now  days,  over  60  percent  of  the  mi  croc i rcu i ts  produced  are  ESD 
sensitive  (6:22).  Furthermore,  current  microcircuit  technologies 
and  designs  have  resulted  in  components  sensitive  to  ESD  voltages 


as  low  as  20  volts  (3:28). 


In  order  to  prevent  ESD  damage  during  production, 
microcircuit  manufactures  have  incorporated  certain  protective 
designs.  In  the  early  1970's  these  designs  were  effective  to 
about  1000  to  2000  volts.  Today  some  protection  to  5000-8000 
volts  is  possible,  but  3000  volts  is  a  more  common  maximum.  The 
basic  structures  in  many  circuits  are  very  difficult  to  protect 
(21:--).  Static  generating  materials  are  everywhere  around 
us--voltages  in  excess  of  30,000  volts  are  possible 
<2Q:Table  III).  The  ESD  caused  damage  can  occur  at  any  time 
during  the  life  of  the  componen t--manuf ac tur i ng ,  assembly, 
labeling,  packaging,  shipping,  or  installation.  Further,  in 
totally  uncontrolled  environments,  worst  case  ESD  can  immobilize 
virtually  any  and  all  electronic  systems  (21:--).  Listed  below 
are  some  typical  sources  of  static  charges. 


Source  of  static  generation 


Electrostatic  Voltages 


10  -  20V. 

65  -  907. 

3 

rel at i ve 

rel at l ve 

humidity 

hum l d l ty 

35 ,000 

1  ,500 

1 2 , 000 

250 

6 , 000 

1 00 

7  ,000 

600 

4 

20  ,000 

1  ,200 

1 8 , 000 

1  ,500 

I 

Walking  across  carpet 
Walking  over  vinyl  floor 
Worker  at  bench 

Vinyl  envelopes  for  work  instructions 
Common  poly  bag  picked  up  from  bench 
Work  chair  padded  with  polyurethane 


Table  1.  Sources  of  Static  Generation  <20:Table  III) 

The  following  is  a  real  world  example  of  the  ESD  threat . 
Particular  components  from  the  guidance  and  control  subsystem  of 
the  Maverick  AGM-65  Missile  system  were  found  to  experience  total 
or  partial  failures  following  the  removal  and  replacement  of 
certain  other  components.  ESD  was  the  cause  of  damage.  A  survey 
of  the  static  charges  at  the  work  station  found  charges  on  the 
technician  in  the  range  of  200  to  600  volts,  and  18,000  to  20,000 
volts  on  two  pieces  of  equipment  used  during  maintenance  (28:2) . 
These  are  significant  voltages  in  the  light  of  the  low  voltage 
thresholds  <20  volts)  of  some  components.  In  fact,  a  20,000  volt 
ESD  event  can  damage  virtually  any  logic  circuit  (21:  — )! 
Controlling  dangerous  ESD  voltages  in  the  work  environment  is 
complicated  by  the  "voltage  field"  of  all  static  generators . 

Every  charged  object  is  surrounded  by  a  voltage  field,  much 
like  a  magnet  is  surrounded  by  a  magnetic  field.  Thus,  a 
sensitive  component  doesn't  even  have  to  come  in  contact  with  a 
charged  object  to  be  damaged.  It  can  be  damaged  or  acquire  a 
charge ,  which  later  discharges  destructively,  by  just  passing 
through  the  objects  electric  field  (1:3;  21:  — ). 


I 
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FIGURE  1.  Charged  Field  of  a  Technician  (1:3) 
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require  special  in  depth  -failure  analysis  procedures  (21:  —  '>  .  In 
either  case,  damage  of  this  size  can  not  be  ignored  now  or  in  the 
future.  The  next  generation  electronic  components  will  contain 
multiple  transistors  in  areas  the  size  of  6  microns  >  34:  —  ;>  .  T h e 
loss  of  multiple  transistors  would  significant  impact  the 
operations  of  most  an-  electrical  c om p orient  . 

Use  of  scanning  electron  microscopes  has  r  e 1 1  e  a  I e  d  that 
exposure  of  some  components  to  ESD  ma -  only  result  in  a  weakening 
of  the  component.  Regretfully,  the  weakening  ma>  go  undetected 
because  the  damage  is  not  sufficient  to  cause  total  failure  or 
abnormal  indications  during  bench  check.  Thus,  the  component  may 
be  placed  into  operation  on  1  »  to  fail  at  a  later  and  possibly 
critical  date.  These  kinds  of  occurrences  are  called  latent 
failures  which  will  be  discussed  in  the  n  e  *  t  section. 

TYPES  OF  FAILURES 

There  are  two  types  of  fai  lures  caused  b>"  ESD  —  upset  and 
catastrophic.  Upset  failures  are  intermittent  malfunctions  (soft 
failures)  of  electronics  caused  b>  an  ESD  spark.  The  spark 
resul  ts  in  noise  or  erroneous  signals  which  ma*-  be  picked  up  b> 
the  equipment  s  circui  try.  This  may  result  in  a  loss  of 
information  or  temporary*  distortion  of  the  component's  output. 
Proper  operations  resume  after  the  ESD  event,  with  no  resultant 
hardware  damage.  In  a  worst  case  scenar  io  involving  digital 
equipment,  such  as  an  aircraft  fire  control  computer  (34:--),  an 
ESD  event  may  lock-up  a  circui  t  or  whole  <  >  stem .  Operations  will 
not  resume  until  re-entry  of  information  or  powering  down  and 
re-sequeneing  the  equipment  >3:28;  21:--'.  Un f  or  t u n  a  t  e 1  /  ,  these 
"blips  on  the  screen",  system  crashes,  or  temporary  lapses  in 
operation  are  often  humorously  p  a  s  s  e  d  -  o  f  f  as  “gremlins"  and  n  e 1  >  e  r 
reported.  If  proper  reporting  does  occur,  the  ESD  event  ma* 
still  remain  unreported.  This  is  because  the  maintenance 
technician  can  not  duplicate  the  failure  or  the  equipment  passes 
bench  check  and  is  placed  back  in  service  '34:--). 

Unlike  upset  failures,  wh ich  occur  when  the  equipment  is 
operating,  catastrophic  failures  'hard  failures)  can  occur  an,, 
time;  including  maintenance,  checkout  and  operational  use. 
Further,  catastrophic  failures  may  result  in  noticeable 
degradation  or  total  failure  of  the  component.  These  t*pes  of 
failures  can  be  caused  b>  an  electrical  discharge  from  a  person 
or  an  obj  ect,  passage  through  a  "charged  field",  or  a  h  i  gh 
voltage  spark  discharge.  By  far,  the  largest  portion  of 
catastrophic  ESD  failures  are  immediate,  however,  some 
catastrophic  failures  don't  occur  i mme  d i  a  t  e i *  foil ow i n  g  exposure 
t o  ESD  and ,  instead,  become  latent  failures  >  20 : 1 2  :  2 1  : - - >  . 

Latent  ESD  failures  have  been  defined  as  ".  .  .a 
t  i  rtie -dependen  t  malfunction  that  occurs  under  use  conditions  as  a 
result  of  earlier  exposure  to  electrostatic  discharge  that  d  -3 


not  result  in  an  i  rrnned  i  a  te  I  *  detectable  problem  <  *  :  54  •  .  “ 
Further,  according  to  George  R.  Berbeco  2:1  ■  ,  Pres  dent  ot 
Charleswater  Products,  Inc,  'a  manufacturer  ot  ESD  protect i-e 
produc  ts 1  the  definition  of  a  latent  f  a i  1 yr e  “  .  .  .  sugge  s  t  = 

an  I  C  '.integrated  c  i  r  c  u  i  t  can  be  subjected  to  repeated  expos 
to  static  charges  less  than  "Oj  1 d  cause  a  direct  failure,  but 
that  these  charges  are  c  umu latiue  i n  effect."  T  f  e  s  a  latent 
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exposure  to  BSD ,  but  degrades  sufficient!  .  to  cause 
a  discrepance  at  a  higher  a  a  semb  l  *  1  e  1  e  I  . 

—  Ac  om  p o  n  e  n  t  tails  to  me  e  t  specifications  because  ot 
ESD  exposure  and  remains  undetected  at  the  higher 
as  semb  I  >  I  e  ue  I  until  further  degradation  occurs  w  i  t  r. 
t  i  me  . 

As  Mr.  Berbeco  suggests,  latent  failures  m  a  .  result  t  •-  orri 
repeated  exposure  to  ESC1.  Howfer  ,  the  eventual  total  tai’ur 
an  ESD  we  akened  component  rria >  not  occur  ur,t,  i  the  c  orrip on e n  t 
subjected  to  stress.  This  stress  m  a  -  be  in  the  form  ot  wide 
temperature  ranges,  mechanical  shock,  or  high  g  -  f  o  r  e  s  1  1  t  :  ^  ~ 
For  an  aircraft  in  combat,  this  type  of  failure  could  pro"e 
fatal . 

C  om  bating  latent  E  S  0  failures  is  difficult  because  ot  t  h 

uncertainty  of  when  the  damage  actual  1-  occurred - during 

man  u  f  a  c  t  ur  i  n  g  ,  ass  emb 1  •  ,  sh i pme  n  t ,  i n  s  t  a  1  1  a  t  i on  ,  etc.  Fur  the 
the  concept  of  an  electrical  c  orri p o n e r  t  w e  a t  e n  i  r, g  just  lil-e  a 
human  muscle,  and  later  failing,  is  difficult  tor  s  om e  p  e o p ' e 
gr  asp  . 

In  p  r  i  '.I  a  t  e  i  ndus  tr  >  ,  the  existence  o  t  1  a  t  e  n  t  failures  ha 
been  a  subject  of  s  om  e  debate.  I  r.  a  paper  entitled  Latent  E 
I  P  a  1  lures  1  1 0 : 4 1  - 4 6  •  ,  presented  to  the  I  1 T  'Illinois  Institute 

Technolog.'  Research  Institute  sponsored  1 PF'2  Electrical 
0"  er  stress  Electr  os  t  a  t  i  c  Discharge  i.  rnp  os  <  urn ,  1 1,  e  existence  : 

latent  failures  was  questioned.  The  paper  =  authors  anal. zed 
results  o+  two  studies  funded  b>  NA'  'SEm  ■  Na "  a  1  Sea  3  •  stems 
Command'  and  fk-i 3A  National  Aeronautics  and  Space 
A  dm  i  n  '  s  t  r  a  t  i  on  •  .  T  n  e  •  c  on  eluded,  "Latent  ESC1  failures  are  a 
r  e  a  1  ■  t  ”  1  "  The-  also  d  e  n  t  i  f  i  e  d  the  foil  ow  i  ri  g  !■  e  -  a  s  p  e  c  t  s  o  + 
latent  failure;  1 0 : 4  6  >  s 

T  h  e  r e  '  s  no  f  n ow  n  w  a  >  to  screen  out  p  c  t e  n t  .  a  1 
E  S  D  failures  prior  to  shipment. 
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The  end  user  is  particularly  vulnerable  because  of 
the  many  tiers  of  handling  -from  manufacturing  to 
instal  1  at  ion  . 

Failure  analysis  is  not  likely  to  identify  latent 
fail ures . 

Sometimes  a  cumulative  degradation  occurs  at  low 
thresholds  of  static  exposure. 

Clearly,  latent  failures  are  a  sinister  aspect  of  FSO 
because  they  can  remain  undetected  and  undetectable  for  long 
periods  of  time.  Further ,  these  latent  failures  may  occur  at  the 
least  desirable  times— such  as  an  aircraft  flying  with  zero 
visibil  lty  attempt  1  ng  an  instrument  1  and  1  ng  .  E'esp  ite  what  is 
1  nown  about  ESE'  ,  the  latent  ESE'  caused  failures  remain  relatively 
mysterious.  In  general ,  both  theoretical  and  experimental 
studies  of  potential  latent  ESO  damage  mechanisms  have  not  been 
done.  There  is  reason  to  suspect  that  ESEi  may  cause  accel  erated 
aging  due  to  these  mechanisms  (21:--) . 


WHY  FAILURES  ARE  NOT  RECOGNIZEE' 


One  of  the  biggest  stumbling  blocks  to  building  a 
romprenens l ve  Air  Force  ESD  control  program  is  the  tendency  of 
people  to  doubt  the  magnitude  or  existence  of  the  ESD  problem 
(8:189)  .  One  reason  for  this  is  that  most  ESE'  damage  remains 
undetected.  A  E'epartment  of  Defense  handbook  ( EiOD-HDBK-263)  on 
E5D  identifies  several  reasons  why  ESD  failures  are  general  1 y  not 
recognized  ( 20  :  l l l >  . 

Some  organ i z at i ons  are  accepting  high  failure  rates 
or  even  low  failure  rates  (much  less  than  1 07. ) 

(21:--)  as  normal  .  Replacement  parts  are  procured 
rather  than  identifying  and  solving  the  ESE'  problem. 

Failures  are  often  m i sc  at egor l 2 ed  as  random, 
unknown,  infant  mortal lty,  manufacturing  defect,  or 
a  variety  of  other  categories.  This 
m i scategor i z at l on  is  due  to  improper  or  no  failure 
anal ys l s . 

Few  facilities  have  the  equipment,  such  as  scanning 
el ectron  microscopes,  or  experience  with  internal 
circuit  failure  analysis  procedures  (21:  — )  to 
identify  ESD  caused  failures. 

Failures  don't  always  occur  immediately,  but  may 
result  in  latent  defects. 

Analysis  of  ESE'  failures  are  incorrectly  blamed  on 
electrical  overstresses  due  to  transients  other  than 
static  electricity. 
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Another  reason  ESD  -failures  are  not  generally  recognized, 
according  to  Captain  Jeffrey  M.  Cukr  (34:--),  Electronics  and 
Computer  Branch,  HO  Air  Force  Logistics  Command,  is  that: 

In  the  past,  because  of  the  difficulty  in  performing 
f  a  i  lure  ana  1  -sis  for  ESD  ( spec i al  equ i pmen  t ,  expen se  , 
destructive  analysis,  etc)  the  “proof"  of  the  ESD 
problem  has  been  a  "back-door"  or  inductive  approach. 

The  benefits  of  an  ESD  control  program  were  usually 
shown  b>  i m p 1  erne n t i n g  ESD  controls  in  a  test 
environment.  The  effects  of  the  ESD  controls  were 
measured  by  compar ing  the  average  number  of  man-hours 
or  components  used  to  repair  a  piece  of  equipment, 
production  rates,  etc.,  before  and  after  implementing 
the  controls. 

In  other  words,  it  is  better  to  select  electrical  components  for 
ESD  sensitivity  testing  based  on  failure  rates,  rather  than  a 
random  selection  of  components  for  testing.  Such  a  change  in 
approach  would  better  identify  the  problems  caused  by  ESD,  thus 
enhancing  awareness  of  ESD. 

Technology's  continued  trend  towards  miniaturization  of 
electrical  components  appears  to  be  accepting  ESD  sensitivity  as 
an  acceptable  cost  of  improved  performance  and  increased 
c omp 1 e x i t y-- th i s  dictates  the  establishment  of  strong  ESD  control 
programs.  The  next  chapter  will  look  at  private  industry's 
experiences  implementing  ESD  controls.  Specifically,  two  areas 
will  be  addressed:  (1)  private  industry's  early  attempts  at 
establ ishing  ESD  controls  and  (2)  seven  steps  towards 
implementation  of  an  effective  ESD  control  program. 


Chap  ter  Three 


ESD  IN  PRIVATE  INDUSTRY 


BACKGROUND 

Static  electricity  has  been  a  problem  r'or  many  years, 
however,  not  until  the  early  1970's  did  the  problem  o-f  ESD 
receive  the  attention  it  deserved.  Interest  continued  to  grow 
throughout  the  70  '  s  as  the  number  o-f  microcircuits  used,  and 
subsequent  ESD  caused  failures  increased.  Despite  growing 
interest,  by  the  late  70 ' s  many  companies  still  had  not 
implemented  any  ESD  controls.  A  speaker  at  the  1979  EOS/ ESD 
Symposium  reported  <3:28): 

Today,  ESD  controls  are  not  widely  implemented  for 
electronics.  Comprehensive  ESD  control  program 
requirements  generally  have  not  been  contractually 
specified  and  relatively  few  contractors  have  taken 
the  initiative  to  implement  ESD  control  programs 
internally  and  impose  effective  ESD  control 
requirements  on  their  subcontractors. 

Early  attempts  to  implement  ESD  controls  where  hampered  for  a 
variety  of  reasons.  Provided  below  are  four  of  the  more 
significant  reasons. 

First,  a  major  reason  for  the  lack  of  ESD  controls  was  the 
total  lack,  of  understanding  of  ESD  by  those  responsible  for 
i mp 1 emen t i ng  ESD  controls.  This  was  evident  at  all  levels  at 
which  ESD  controls  were  needed--program  management,  procurement, 
engineering,  manufacturing,  packaging,  storage,  field 
maintenance,  and  quality  control.  Poor  training  contributed  to 
this  lack  of  understanding  and  resulted  in  a  number  of  false 
assumptions  as  to  how  ESD  control  programs  should  be  implemented 
<3:28).  A  good  illustration  of  a  failure  to  understand  ESD  is 
the  supervisor  who  installs  conductive  floors  to  provide  a  medium 
for  bleeding  charges  off  technicians,  but  fails  to  require  the 
technicians  to  wear  conductive  footwear,  thus  negating  the  ESD 
control  characteristics  of  the  conductive  floor  <13:145-148). 

The  second  reason  for  the  slow  implementation  of  ESD 
controls  was  the  lack  of  hard  evidence  proving  ESD's  negative 
effects.  Many  failures  were  too  small  to  see  with  the 
state-of-the-art  m i c  rose  opes  and  use  of  a  scanning  electron 
microscope  was  considered  too  expensive  <13:145’.  When  obvious 


damage  could  be  seen,  the  cause  o-f  failure  was  either 
miscategor ized  or  not  categorized  at  al 1 .  The  miscategor izat ions 
included  power  transients  and  testing  errors  (3:28)  . 

The  third  reason  for  the  slow  implementation  of  ESI)  controls 
was  limited  awareness  of  the  problem,  directly  attributable  to 
the  lack  of  basic  technical  data  on  the  subject.  A  variety  of 
ESD  articles  had  been  publ  ished,  but  it  was  not  practical  for 
individuals  tasked  with  control  1  ing  ESEi  to  gather  these 
miscellaneous  articles.  There  also  remained  many  controversial 
issues  for  which  few  articles  had  been  written  and  more  research 
was  required.  Further ,  since  ESD  was  not  taught  in  college 
courses,  few  text  books  on  ESEi  had  been  published  (3:28)  . 

The  fourth  reason  for  slow  implementation  of  ESD  controls 
was  a  lack  of  a  technical  forum  for  the  exchange  of  ESD 
experiences  to  include  successes  and  failures.  This  problem  was 
remedied  by  conducting  a  static  awareness  seminar,  initially 
sponsored  by  the  IIT  Research  Institute  and  the  Reliability 
Analysis  Center  (Rome  Air  Envelopment  Center)  ,  which  1 ater 
evolved  into  an  internat lonal  symposium  on  ESD.  However,  as 
reported  by  Danial  J.  Burns  (21:--)  of  the  Microelectronics 
Reliability  Division,  Rome  Air  Development  Center,  there  was  a 
rel  uctance  to  openly  discuss  certain  issues  during  the  earl y  ESD 
symposiums  because: 

...it  takes  a  measure  of  humility  and  leadership  to 
"air  the  dirty  laundry"  of  an  ESD  problem  diagnosed 
and  cured  (perhaps  at  great  cost)  in  a  symposium 
setting.  Eventually,  many  followed  suit  after 
initial  expositions  by  calculator  companies  and 
defense  contractors. 

Despite  a  growing  awareness  of  the  four  just  mentioned 
problems,  implementation  of  ESD  controls  continues  to  be 
difficult.  Today,  many  companies  continue  to  wrestle  with  the 
problem  of  how  best  to  implement  ESD  control s .  Fortunately, 
several  companies  have  been  very  successful  .  A  review  of  case 
studies  and  1 iterature  concerning  these  successes  has  revealed 
certain  axioms  about  the  implementation  o-f  ESD  controls.  The 
next  section  will  discuss  these  axioms. 


IMPLEMENTATION  OF  ESD  CONTROLS 

Implementation  of  ESD  control s  is  often  based  on  a  var .-tv 
of  issues  including  the  level  of  maintenance,  work  environment, 
dollar  cost,  and  ESD  sensitivity  of  equipment.  Despite  these 
many  variables,  there  exist  seven  axioms  about  how  best  to 
implement  effective  ESD  controls.  These  axioms  are  discussed 
bel ow . 
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Identification  ot  EbD  Sen  5  1  t  1  v e  Lome,  on  en  t  s 

An  effective  ESD  control  program  can  not  be  1  mp  1  e  me  n  t  e  o 
w  i  t  h  ou  t  first  identifying  t  h  o  se  c  omp  on  e  n  t  s  wh  1  c  h  are  E  SD 
S  e  n  s  1  t  1  v  e  .  Kn  ow  1  n  g  w  h  1  c  h  c  orri  p  o  rents  are  sensitive,  to  1  n  c  1  u  d  e 
the  mi  i  muiTi  u  o  I  tage  at  wh  1  ch  the  •  -are  sensitive,  all  ow  s  tor  tt 
e  s  t  a.  b  1  i  shment  o  f  a  ppropriste  handling,  packaging,  t  r  a  1  n  ,  n ,  3  ,  *  r 

p  r  ogr  am  mon  1  t  or  1  n  g  requirements  v  3  :  3  1  1  .  On  c  e  c  omp  or.  e  n  t  5  are 
identified  as  sensi  t  1  v  e  ,  then  technical  data  and  work 
instructions  c  a n  b e  updated  t  o  include  n  e  c  e  s  s  a  r  »  ESC’  p  r  e  c  a  u  t  1  c 
Updating  of  maintenance  procedures  is  not  the  on  1  ■  tenet'1  t  0  + 
identification  of  ESD  sensi  t  1  v  e  c  orri  p.  o  n  e  n  t  5  . 

Identification  also  enables  marking,  labeling,  an d  p act  a c 
of  ESD  sensi  t 1 ve  components.  Label  1 ng  clues  personnel  to  adhe 
to  ESD  precautions  dur  1  ng  maintenance  arid  handl  1  ng,  for  e  amp 
stock  room  personnel  are  alerted  not  to  open  packages  w 1 th  ESC 
sensitive  c  oiti  p  o  n  e  n  t.  s  and  m  a  1  ntenance  per  s  o  n  n  e  1  k  n  ow  t  o  o  p  e  n  1 1 
p  ac  k:  age  s  on  1  >  in  sp  e  c  1  a  1  ESD  protected  areas  ■  3:31  '  . 

ESD  Protected  Areas 

One  of  the  fundamentals  of  implementing  ESD  control  s  i  s  t 
establ  1  sh  ESD  protected  areas  in  wh  1  ch  ESD1  sensitive  component 
c  a n  be  handled  outside  their  protective  p>  a c  k  a g  1  n  g  with  minima  i 
exposure  to  ESC1.  This  ESC'  free  environment  is  mace  possible 
through  two  basic  approaches:  facilities  and  procedures 
1 12:12 3 >  . 

The  "facilities"  approach  1 n v o 1 v e  s  c cntrcl  1  1 n g  h u m 1 d 1  t •  = 
t  e  mi  p  e  r  a  t  u  r  e  in  the  work  area.  The  optimum  protection  appears 
be  around  50  percent  humidity,  which  reduces  the  levels  of  sts 
charges  in  the  area,  while  avoiding  corrosion  and  mildew 
problems.  The  advantage  of  this  approach  is  freedom  from  the 
burden  of  ESD  controls  for  the  technician.  A  disadvantage  of 
facilities  approach  is  the  cost  of  m  a  1 n  t  a  1 n 1 n g  a  c o n  t  r  o 1  led 
en  v  1  r  onmen  t  '12:123;  14:22;'.  However,  at  the  nero  space  buider 
and  Metrology  Center  the  use  of  room  air  1  on  1  cat  ion  is  being 
studied  as  a  less  expensive  alternative  to  h u m 1 d 1  t •  controls 
’23:  —  1.  Another  disadvantage  of  the  facilities  approach  is  1 
restricted  application  to  areas  where  the  environment  can  be 
control  led,  such  as  laboratories  and  clean  rooms.  Uncontrol  le 
environments  like  a  fl  1  oh  1 1  1 ne  must  depend  on  the  "procedures" 
a  p  p  r  o  a  c  h  f  o  r  control  '  1  n  9  E  S  C> . 

The  procedures  approach  involves  a  set  c  t  rules  and 
procedures  which  must  be  fol lowed  to  protect  EbD  sensi t  1  "e 
c  om  p  o  n  e  n  t  s  '12:123'.  These  rules  include  the  toil ow 1 n  g : 


All  conductive  surfaces  a  n d  structures  in  the  p  r o  t  e : 1 
area  are  grounded.  Workers  in  the  area  are  also 
grounded  through  the  use  of  conduct  1 "e  ■  ■ » r  1  st  and 
shoe/ boot  straps,  conductive  f 1 oor  and  bench  top  mat; 
a  n  d  s  t  00 1  s  w 1  t  h  c  on  du  ctive  seat  c  O" e  r  s  and  me t  a  1  fee1 
wheels  1  14:23.'. 


2.  Removal  of  ill  static  generators  such  as  ;t  •rotoairi, 
paper,  n on c  on du c  t  i  v e  t  ap?  an d  p  1  a  s  t  i  '  e  ,  arid  c  e  r  t  a  i  n 
t  -  p  e  s  o f  c 1 o t  h i n  g  '14:22;. 

3.  A  1  1  ESC1  protected  areas  are  so  identified  through  the 
use  O'  t  w  a  r  n  i  n  q  signs  <18:7-5;. 

4.  Access  to  protected  areas  will  be  restricted  to  those 
people  w ho  have  been  trains d  a nd  are  proper  1  -  attired, 
or  are  escor  te  d  a  ri  d  p  r  evented  f  r  om  c  om  i  n  g  i  n  c  o  ri  ta.c  t 

w  i  t  h  sens  i  t  i  v  e  c  om  p  o  n  e  n  t  s  <  2  0  :  2  8  >  . 
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wor  k  area  <  20  :  40  ;  >  . 

Implementation  of  the  procedures  approach  is  difficult 
because  of  ‘he  mar,/  people  — manufacturer,  shipper,  technician, 
oper  a  tor —who  a.  1  1  ha,:e  an  oppor  tuni  t*  to  damage  the  component 
1  12:123’  .  Howfer  ,  this  approach  .  s  m  or  e  common  l  -  emp  1  oved 
because  it  s  not  restricted  to  the  controlled  environment  of  a 
labor  story.  It  ma  ••  be  used  in  such  diverse  areas  as  shipping 
docks  and  flight  lines.  No  matter  the  approach  selected 
—  f  ac  i  1  i  ties  or  procedures  — as  long  as  the  human  factor  is 
present,  ESC  protected  areas  will  never  be  100  percent  effective. 
One  wav  to  the  minimize  the  impact  of  the  human  factor  i s  throu 
the  establishment  of  certain  precautions  to  foil ow  w h e n  h a n d  1  i  n 
ESO  c  omp on ants  3:32'. 

ESC1  Handl  i  no 
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packaging,  and  use.  To  address  this  problem,  the  Department  of 
Defense  publ i shed  an  ESD  protection  handbook  which  ou t 1 ines 
general  guide!  ines  for  hand!  i  ng  ESC’  items.  Listed  below  are  some 
of  those  guidelines  <20:45-51): 

1  .  People  handling  E S D  sensitive  c om ponents  s h o u la  be 

trained,  tested,  and  certified.  Untrained  personnel  m  a  - 
not  handle  ESC’  sensitive  components  outside  their 
protective  packages. 

2.  When  ESC-1  sensitive  components  are  handled  outside  their 
protective  packaging,  shunting  devices  should  be  used  to 
p r  e  v e n  t  t  ou chmg  E 30  sensitive  parts  or  electrical  runs. 

3 .  hisure  all  containers,  tools,  test  equipment  and 

f i  -  t  u  r  e  s  used  in  E8D  protect i v e  areas  are  proper!  , 
g  rounded.  Ha  n  d  t  o  o  1  a  ?  h  o  u  1  d  not  h  a  "  e  i  n  s  u  1  ate  d  n  a  n  d  1  e  a  . 
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Tools  with  insulated  handles  should  be  treated  and 
re  treated  periodical  1 \  with  a  topical  antistat. 

4.  Wart-  instructions,  test  procedures,  drawings  and  similar 
documents  used  in  E5D  protected  areas  should  not  be 
covered  in  common  plastic  sheeting  or  containers. 

5.  Personnel  handl ing  ESD  sensitive  components  should  avoid 
physical  activities  which  are  static  generating  in  the 
vicinity  of  ESD  sensitive  components.  These  activities 
include  wiping  f eet  and  removing  or  putting  on  smoct  s  . 

■t> .  Personnel  handl  ing  ESE'  sensitive  components  should  wear 
ESE'  protective  clothing.  Such  clothing  will  be 
monitored  periodically  with  static  meters.  Common 
synthetic  clothing  can  be  a  static  hazard  and  war! 
habits  must  be  developed  to  prevent  its  contact  with  ESI 
sensitive  components. 

7.  Periodic  continuity  and  resistance  checks  of  connections 
to  ground  U  .e.  wrist  straps  and  -floor  mats;  should  be 
performed  to  assure  compl lance  with  grounding  resistance 
requ l remen t s  . 

8.  Prior  to  opening  an  ESE'  protective  package,  neutralize 
the  charges  on  the  outside  of  the  pack  age  by  placing  it 
on  an  ESE'  grounded  work  bench  . 

9.  When  ESE'  sensitive  components  are  manually  cleaned  with 
brushes,  only  brushes  with  natural  bristles  should  be 
used  and  ionized  air  should  be  directed  over  the 
cleaning  area  to  dissipate  any  static  charges  . 

The  detail  and  e:tent  of  ESE'  handl  ing  procedures  is 
dependent  on  such  factors  as  E5E'  sensitivity  of  the  components, 
qua'  it/  of  the  ESE'  protected  areas,  training  of  personnel  ,  and 
the-  t  /pes  of  EST'  protective  materials  and  equipment  available 
(3:321.  Ideally,  ESE'  handling  procedures  should  be  made  as  fool 
proof  as  possible.  For  example,  the  problem  of  forgetting  to  use 
ground  floor  mats  at  ESE'  work  stations  can  be  avoided  by  the 
install ation  of  conductive  floor  tiles  (23:--). 

Though  these  special  handl  ing  procedures  may  seem  1  ike  more 
wort  than  they  are  worth — they're  not.  As  will  be  shown  in  the 
ne  t  chapter,  the  implementation  of  ESEi  handl  ing  procedures  may 
contribute  as  much  as  a  2300  percent  return  on  investment. 
However,  the  effectiveness  of  ESEi  handl  ing  procedures  is 
dependent  on  the  training  of  personnel  to  use  them. 

ESD  Training 

ESE'  training  should  be  provided  to  anyone  who  specifies, 
procures,  designs,  or  handles  EGE'  sensitive  components;  including 
the  supervisors  of  these  people.  The  best  handl  ing  procedures 
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and  most  extensive  ESD  protected  area  will  not  provide  the  needed 
protection  i +'  people  don't  understand  their  use.  At  a  minimum, 
ESD  training  should  include  theory,  identification  of  ESD 
sensitive  components,  handling  procedures,  grounding  safety- 
precautions,  and  the  need  for,  use  of,  and  types  of  ESD 
protective  packaging  <20:60). 

A  critical  aspect  of  ESD  training  is  it  must  go  beyond  the 
training  of  the  technician.  ESD  training  must  be  a  total 
awareness  training  which  targets  anyone  who  might  come  in  contact 
with  an  ESD  sensitive  component.  This  includes  individuals  who 
transport  and  del i ver  ESD  sensitive  components.  Management 
personnel  must  also  be  trained  in  order  to  implement  and  suppo.  t 
an  effective  ESD  control  program.  Further,  anyone  who  enters  an 
ESD  controlled  area — janitors,  secretaries,  or  visiting 
personnel —must  know  about  ESD  to  avoid  compromising  ESD  controls 
<14:21).  Given  an  untrained  person  does  come  in  contact  with  an 
ESD  sensitive  component,  damage  might  still  be  avoided  if  the 
component  is  properly  packaged. 

ESD  Protective  Packaging 

For  an  ESD  control  program  to  be  totally  effective, 
sensitive  components  must  be  properly  packaged  in  material 
specially  designed  for  ESD  protection.  Proper  packaging  can 
prevent  damage  caused  by  tr i boe 1 ec tr i c  generation  < generation  of 
static  within  the  packaging  by  sliding,  vibration,  or  other- 
mechanical  motions),  direct  discharge  from  a  charged  object  or 
person,  or  passage  through  electrostatic  fields  generated  by  a 
variety  of  items  to  include  conveyors  and  motorized  carts.  Such 
problems  have  occurred  in  the  past  where  a  component,  tested  and 
certified  prior  to  shipment,  fails  to  operate  when  installed.  As 
previously  mentioned,  the  identification  of  an  ESD  sensitive 
components  is  also  important.  Even  if  the  component  is  properly 
packaged,  if  the  package  is  not  properly  identified  as  containing 
an  ESD  sensitive  component,  the  component  may  be  damaged  during 
opening  because  the  technician  didn't  know  to  take  the  necessary 
ESD  precautions  <3:33).  Ultimately,  the  effectiveness  of  any 
special  packaging  and  handling  procedures  is  dependent  on  the 
enforcement  of  those  procedures. 

ESD  Control  Pro  car  am  Mon  i  tori  no 


A  strong  Quality  Assurance  <QA)  program  is  essential  to  an 
effective  ESD  control  program.  A  QA  program  would  certify  ESD 
protected  areas  prior  to  use,  verify  conf orman ce  to  the  static 
generation  limits  dictated  by  the  most  sensitive  components  being 
handled,  and  perform  periodic  audits  to  assure  their  continued 
compliance.  The  ESD  control  program  monitoring  should  not  start 
when  the  sensitive  component  is  received  by  the  user.  In 
actuality,  the  control  program  monitoring  should  begin  when  a 
sensitive  component  is  in  design.  While  in  design, 
considerations  can  be  given  to:  selection  and  identification  of 
ESD  sensitive  items,  analysis  of  protective  circuitry,  and  the 


ESD  marking  of  documentation  and  hardware  (3:32)  .  Once  the 
component  is  out  o-f  design  and  ready  -for  production  ,  then  an  ESD 
control  program  review  should  be  conducted. 


§ 


ESD  control  program  reviews  verity  the  effectiveness  of  the 
contractor's  ESD  protected  areas,  compliance  with  ESD  control 
requirements,  ESD  precautionary  procedures ,  training,  and  the 
pad  aging  and  labeling  o-f  ESD  sensitive  items  for’  delivery 
i3:34)  .  The  degree  by  which  the  contractor  s  operations  must 
comply  with  ESD  control  procedures  is  dependent  on  the  design  of 
the  component  in  question. 

ESD  Design  Requirements 

Some  designs  can  minimise  the  susceptibil  it/  of  components 
to  the  effects  of  ESD  and  reduce  the  number  of  ESD  caused 
failures.  The  reduced  ESD  sensitivity  is  achieved  through  the 
use  of  protective  circuits.  Unf ortunatel y ,  these  protective 
circuits  don't  eliminate  ESD  caused  failures  entirely.  This  is 
attr lbutabl e  ,  in  part  ,  to  the  protective  circuits  own 
construction  of  moderately  or  marginally  ESD  sensitive  parts. 

Once  damaged  by  ESD,  the  performance  of  the  protective  circuit  is 
degraded ,  thus  making  the  protected  component  even  more 
susceptible  to  ESD  damage.  A  significant  problem  with 
designed  protection  is  the  effect  on  the  performance  of  the 
protected  component  <3:31-32;  20:57-58) .  One  speaker  at  the  1979 
EOS/ESD  Symposium  acknowledged  that  (8:191): 

ESD  protective  circuitry  is  often  a  tradeoff  between 
voltage  protection  levels  afforded  and  equipment 
performance.  Many  protective  circuitry  techniques 
affect  the  speed  of  the  device  or  circuit  which  may 
be  critical  to  performance. 

Thus,  there  are  designs  which  can  reduce  the  susceptibil ltv  of 
some  components  to  ESD,  but  the  designs  don't  provide  complete 
protection  and  they  may  adversel y  effect  performance.  Also, 
there  is  the  cost  consideration  of  a  more  complex  design. 

The  costs  of  implementing  an  effective  ESD  control  program 
are  not  limited  to  just  specially  designed  components.  There  are 
many  other  costs  to  be  considered.  In  fact,  the  many  costs  a* 
implementation  may  dictate  whether  implementation  will  ever  tale 
place,  and  if  it  does,  the  degree  of  implementation.  The  next 
chapter  will  address  this  issue  by  discussing  the  experience  of 
the  Lockheed  Missile  and  Space  Company  and  their  four  year 
analysis  of  the  cost  of  implementing  ESD  controls. 
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COST/BENEFIT  ANALYSIS  OF  ESD  CONTROLS 


COST  OF  ESP 

Many  management  decisions  are  based  on  a  cost/benefit 
anal ys i s-- the  decision  to  implement  ESD  should  be  treated  no 
differently.  In  the  Air  Force,  a  cost/benefit  analysis  which 
includes  the  lose  of  life  or  aircraft  might  make  a  convincing 
argument  for  stronger  ESD  controls.  However,  the  absence  of  any 
hard  evidence  makes  such  an  argument  purely  hypothetical .  What  a 
good  cost/benefit  analysis  needs  is  hard  evidence.  Melvin  H. 
Downing,  of  the  Lockheed  Missiles  and  Space  Company  (LMSC), 
reported  such  hard  evidence  in  his  presentation  to  the  1983 
EOS-  ESD  Symposium. 

According  to  Mr.  Downing  (5:6) ,  LMSC  reviewed  all  electrical 
overstress  failures  which  occurred  over  a  four  year  period.  As 
the  significance  of  the  ESD  problem  began  to  surface  and  the 
costs  of  failures  became  known,  "...it  was  realized  that  LMSC  was 
facing  failure  costs  approaching  two  mi  i  1  1  i  on  dollars  per  year. 

If  additional  ESD  controls  and  procedures  were  not  implemented, 
continuing  operating  costs  would  become  prohibitive."  So  thev 
implemented  ESD  controls  and  for  the  next  four  years  analyzed  the 
cost/benefits  of  their  decision. 


Their  four  year  study  looked  at  three  types  of  costs. 

First,  the  cost  of  i  mip  1  emen  t  i  ng  ESD  controls;  this  included  the 
cost  of  specialized  eq u i pmen t/ma t e r i a  1 s  (conductive  flooring, 
wrist  straps,  ionized  air  blowers,  etc.),  initial  training,  and 
ESD  audit  procedures.  The  second  consideration  was  the  cost  of 
operating  ESD  controls.  These  costs  included  replacement  of 
specialized  equ i pmen  t/ma  t  er ials,  continued  training  and  the 
residuals  of  ESD  failures  (after  implementation  of  ESD  controls: 
Their  final  cost  consideration  was  the  actual  costs  of  ESD 
failures.  This  included  unexpected  costs  such  as  the  man-hours 
expended  in  corrective  actions,  paper  work/reports,  failure 
analysis,  repair  actions,  and  the  cost  of  the  failed  items.  It 
interesting  to  note  that  LMSC  determined  their  average  ESD 
failure  cost  in  19 79  was  *4,500  per  failure  (5:9-10). 


Their  findings  were  astonishing!  In  just  one  year  thev 
reduced  the  number  of  ESD  caused  failures,  on  one  production  line 
alone,  from  *4  to  14.  Only  four  failures  were  reported  the 
fourth  year  (5:6).  Their  company  wide  cost  savings  "...exceeded 
all  expectations..."  and  numbered  in  the  millions  of  dol 1 ar  s 
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Four-Year  ESD  Avoidance  Cost  Savzngs 


1st  Year  Savings 
2nd  Year  Savings 
3rd  Year  Savings 
4th  Year  Savings 


£ 1  ,615,  OUO 
£ 1 ,775 ,000 
$1  ,790  ,000 
£  1  . 800 . 000 


Table 


LrlSC  Four  Year  Cost  Table  (5:Table  6) 


The  above  -figures  reflect  what  ESD  controls  can  save  a 
manufacturer.  The  question  remaining  is,  what  can  ESD  control s 
save  the  user... such  as  the  Air  Force?  The  answer  is  that  ESD 
control s  can  save  more  for  the  user  than  for  the  manufacturer . 

A  presentation  to  the  1980  E0S/ESD  Symposium  reported  that  a 
study  of  companies  experienced  with  ESD  reveal ed  that  the 
"...cost  of  an  ESD  failure  in  field  use  is  nearl y  20  times  the 
cost  of  detecting  the  failure  in  the  receiving  room  (2:4)  ." 
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Figure  3.  ESD  Costs  at  Different  Production  Stages  (2:Figure  4) 

The  true  costs  of  ESD  failures  increases  dramatically  as  the 
item  passes  through  the  production  cycle  and  is  eventually 
del  ivered  to  the  user.  The  greater  user  costs  can  be  explained 
by  the  increased  man-hours  to  keep  equipment  operational ,  higher 
spare  parts  consumptions,  greater  demand  on  the  supply  system, 
and  other  logistical  support  costs  (2:4;  3:29) .  Also  important 
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to  note  are  ESD  failures  which  decrease  equipment  reliability  an 
increase  equipment  downtime;  resulting  in  higher  life  cycle 
costs.  This  is  a  critical  consideration  in  the  Air  Force  which 
retains  many  of  its  weapon  systems  e  .  g .  ,  E'-52  bomber  and 
Minuteman  missile)  well  beyond  their  designed  life  span. 

The  experience  of  LMSC  is  not  unique,  many  other  companies 
have  learned  the  financial  advantages  of  a  strong  ESD  control 
program.  One  such  company  is  the  Western  Electric  Company  who 
conducted  their  own  cost/benefit  analysis.  Their  analysis 
revealed  a  230 OX  rate  of  return  on  their  investment  in  a  static 
awareness  and  control  program.  The  portion  which  could  be 
attributed  to  proper  handling  techniques  was  900%  (11:32).  Thui 
from  a  financial  point  of  view,  a  very  strong  argument  can 
be  made  for  a  strong  ESD  control  program.  The  next  chapter  will 
examine  the  relative  strength  of  ESD  controls  within  the  Air 
Force  . 


Chapter  F 1 ve 


ESD  IN  THE  AIR  FORCE 


BACK  GROUND 

The  unique  demands  placed  on  Air  Force  equipment  dictates 
the  establishment  of  an  effective  Air  Force  ESD  control  program. 
The  uniqueness  o-f  these  demands  becomes  apparent  in  the  words  o-f 
Mr.  William  H.  Thompson,  -former  ESD  Control  F'rogram  Monitor. 
Ogden  Air  Logistics  Center,  who  wrote  (15:22)  : 

In  a  tactical  military  situation  a  replacement  F’CB 
(printed  circuit  board)  may  undergo  more  strenuous 
environment  at  -field  conditions  anywhere  in  the 
world — arctic,  desert,  jungl e--and  still  survive.  It 
may  be  illuminated  by  radar  energy-- it  may  be  stored 
near  operating  heavy  electric  motors— it  may  be 
stored  near  radioactive  sources.  It  may  be  stowed 
aboard  a  ship  being  degaussed.  It  may  be  le-ft  on  a 
pier — a  jungle  supply  point--in  a  tent  on  arctic 
permafrost  .  A-fter  all  these  influences  it  must 
arrive  capable  of  functioning  as  reliably  or  better 
than  the  component  it  replaces  in  the  parent 
equ 1 pment  . 

Since  demands  on  equipment  appear  greater  in  the  Air  Force  than 
in  private  industry,  the  Air  Force's  ESD  control  program  snould 
be  as  good,  if  not  better,  than  that  found  in  private  industry. 
Un f or tunatel y ,  that  doesn't  appear  to  be  the  case. 

In  the  Air  Force  today  there  is  1 ittle  more  than  a 
grass-roots  effort  to  control  ESD.  For  the  most  part  ,  this 
grass-roots  effort  has  been  unorganized  and  ineffective.  These 
weaknesses  are  attributable  to  the  1 acl  of  a  unity  of  effort 
within  the  Air  Force  to  standardize  and  enforce  ESD  control s  .  0 

a  local  level,  some  Air  Force  units  have  established  relatively- 
effective  ESD  control  programs .  These  small  pocl  ets  of  success 
are  due  pr l mar l 1 y  to  someone  local ly  ( NCO IC,  lab  chief, 
technician)  who  has  taken  a  personal  interest.  Few  success 
stories  can  be  credited  to  the  involvement  of  a  major  command 
headquarters  or  above.  Gnly  the  Air  Force  Logistics  Command 
(AFLC)  appears  to  have  taken  a  more  active  role  in  deal ing  with 
the  ESD  problem.  AFLC's  ESD  control  program  exercises  control  i 
acquisition  contract  documents  during  depot  distribution  and 
supply  functions,  and  during  depot  maintenance.  AFLC  also 
ensures  that  equipment  repair  procedures  contain  ESD  precautions 


wh  i  ;  h  mus  t  be  toll  owed  du'  inq  maintenance  actiO'  ;  .at  all  levels, 
t-  li  r  *■  her  ,  one  c-*  nF  1  C  s  man  ,  nnL!  ;  ons  is  to  i  .  est  )  gat  e  h  i  -in 
tai'ure  rates  ot  electrical  c  cmDonent  s  to  deter  (nine  i  ♦  F  bD  ic  the 
cause  i  14  ;  Jl  i  ,  Despite  t  he  l  r  acc  omp  I  i  snmen  t  s  in  nr.  t  r  o  i  1  l  ng  t.  uL  , 
AF  L.  C  is  still  experiencing  pr  ob  >  ems  with  i  mp  I  ement  mg  effect  )  .  e 
ESD  controls  lust  1  i  I  e  the  rest  o ♦  the  Air  Force. 

The  Air  Force  s  difficulties  in  i mp 1  amen  ting  effective  t  Ci. 
control  5  are  not  uni  i  I  e  the  earl,  attempts  c ♦  pr l  .ate  induct-  .  to 
do  tne  same.  To  highlight  the  Air  Force  s  problems  of 
implementing  ESC'  controls,  this  cnapter  wil1  first  discuss  four 
major  problems  within  the  Air  Force  which  hamper  the 
establishment  ot  ettective  ESD  controls.  Ne  t,  three  case 
studies  will  be  presented  to  illustrate  the  relative 
effectiveness  of  the  Air  Force's  present  ESD  control  program  and 
fhe  need  tor  improvement. 

PROBLEMS  IN  ESD  CONTROL 

ESD  Awareness 

One  major  problem  is  ignorance  about  ESD,  resulting  from 
poor  ESD  awareness  training  at  all  1 e vel s- -headquar t ers  .  base 
level ,  and  tecnnical  schools.  As  previousl /  noted,  one  common 
thread  between  the  companies  with  strong  ESD  controls  is  their 
rel  lance  on  ex  t  en  s  l  ve-- 1  op  to  bot  tom- -tr  a  l  n  i  ng  .  1  he  Air  Force 

has  no  such  comprehensive  training  program.  Obviously,  training 
is  paramount  because  Air  Force  personnel  can  t  fight  a  problem 
they  1  now  little  or  nothing  about.  The  lad  of  comprehensive  ESD 
training  can  be  attributed  to  any  number  ot  reasons ,  but  they  a  1  1 
lead  bad  to  one  major  obstacl e-  I  act  of  management  attention. 
Without  management  attention  the  resources  needed  for  an 
effective  training  program  will  never  be  committed.  However,  Air 
Force  managers  are  not  entirely  to  blame.  Their  ability  to  male 
a  sound  decision  about  any  aspect  of  ESD  is  dependent  on  the 
qua  I  it /  of  their  information. 

Management  Attention 

Management  attention  in  the  Air  Force  towards  controlling 
ESD  is  1 acl  ing  because  of  competing  interests  and  the  lad  of 
good  information.  Competing  interests  are  reflected  in  the 
"squeal y  wheel  getting  the  oil"  syndrome.  Since  managers  seldom 
recognize  ESD  as  a  problem,  management  attention  is  not  given  to 
ESD.  Management's  inability  to  recognize  the  significance  of  the 
ESD  problem  stems  from  the  qual lty  of  the  ESD  information  they  re 
given.  For  example,  ESD  is  rarely  identified  as  the  reason  for 
f a l 1 ure  ,  thus  management  doesn't  1  now  to  react.  This  situation 
exists  because  in  the  Air  Force  man  y  component  failures  are  not 
evaluated  adequate! y  to  determine  the  extent  ESD  contributed  to 
the  failure  <14:21;  21:--).  According  to  Dan  Burns  (21:  —  >  ,  Rome 
Air  Development  Center,  “In  cases  where  in-depth  failure  analysis 
is  performed,  there  has  been  a  definite  increase  in  the 
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hFP  tUU-lb  represents  the  on  I  •  source  of  Headquarters  h  r 
F  o  r  c  e  p  o  1  i  c  y  o  ri  ESC'.  R  e  -  p  u  b  1  i  s  h  e  d  i  n  G  c  t  o  b  e  r  1  9  S  6  ,  h  F  R  3  0  0  -  1  8 
simp)/  states  that  ESC1  control  procedures  out  I  i  ned  in  the  two  ['DC 
directives  mentioned  above  should  be  " .  .  .  included  in  the 

design,  manufacture  ,  packaging  and  handling,  and  repa  ir  processes 
tor  el  ectron  i  c  s  .  stems  <  16:3)  .  “  Th  i  s  falls  wet  1  shor  t  of  an  a.  1  1 
e  n  c  orri  passing  higher  headquarters  directive  which  pro  v  ides  iti  a  j  o  r 
c  cirrimi  a n d s  w  i  t  h  pol  i  c  v  g u  i  d e  1  mes  for  e s  t  a b  1  i  shment  a n d 
implementation  of  an  ESC)  control  program. 

TO- 1  j  ij  -  2  5  -  2  3  4  provides  a  general  famil  larization  with  ESD  an.: 
includes-  sorr.e  ESC1  control  measures  to  prevent  component  damage 
and  personnel  injury.  Still,  the  -234  TO  lacks  the  detail 
necessary  for  the  establ  i shment  of  an  effective,  all  encompass inc 
ESC1  control  program. 

ODD- STD- 168*  and  DQD-HDBK-263  do  c  on  tain  a  lot  of  what  is 
needed  to  establ i sh  effective  ESD  control  programs.  Since  their 
publication  in  Ma>  1980,  these  publications  have  become  the 
standard  used  bv  000  organizations  and  private  industry.  In 
fact,  T0-00-25-234  references  these  two  ODD  directives  and  state; 
'18:7-1':  "These  directives  take  precedence  over  this  technical 

order."  Despite  the  qual  ity  ot  these  DOC)  directives  and  the  -23^ 
TO  e  s  t  a b  1  i  s h mi e n  t  of  their  pre-em  i  nence  ,  most  base  level 
electronic  repair  shops  do  not  have  copies  avai  I  able  f'33: — ; 
36:--;  37:--;  38:--).  For  those  organizations  having  copies, 
enforcement  of  000-HDBK-263  is  difficult  because  of  a  disclaimer 
stating  20  :  i  i  >  :  "Th  i  s  Handbook  prov  ides  gu  i  de  1  i  nes  ,  not 
mandatory  requirements,  for  the  establishment  and  implementation 
of  an  Electrostatic  Discharge  < E  S  D  >  Control  Progr am  in  accord  a  n c  s 
wi th  D0D-STD- 1 686 . "  The  disclaimer ,  coupled  wi th  the  disbel  tef 
about  the  effects  of  ESC),  provides  little  incentive  for  personnel 
to  comp)  v  wi  th  ESC1  controls. 

It  should  be  noted,  in  addition  to  the  four  previous  I  - 
mentioned  directives,  there  are  rn  a  n  >  maintenance  and  operational 
TGs  which  address  ESC)  sensi  tive  components.  However,  these 
directives  c on  tain  specific  requir erne n  t s  an d  do  n o t  p r c v i de  the 
framework  f  or  a  comprehensive  ESC'  control  program.  Further,  the 
credibility  of  these  TOs  i  s  q u e  s  t i on ab 1 e  bee  a u se  n e e de d 
precautions  are  not  always  incorporated  in  the  TOs. 
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The  problem  o+'  incorporating  E SO  procedures  in  TOs  was 
raised  in  an  October  1984  message  sent  from  the  390 1  s  t  SMES  to 
Headquarters  Strategic  Air  Command.  This  message  stated  <31  :  —  '  : 
"As  these  item  c  <  ESD  se  n  s  i  t  i  v  e  c  omp  on  ents  >  ar  e  be  i  ng  i  den  titled 
by  Depot,  the  technical  data  tor  wing  level  maintenance  i s  not 
being  updated  to  reflect  what  requires  ESD  control."  Problems 
w i  t h  updating  TOs  c on t i nu e s  t oda >  .  F or  i n s t a n c e ,  wh e n  T Os  are 
changed — the  change  s  are  not  a  lways  techn  i  c  a  l  1  >  cor  r  ec  t .  w  oood 
illustration  of  this  problem  is  a  m  a i n  t  e n a  nee  p  r o  c edure  f  o  r  the 
keyboard  pr  inter  used  in  the  Minuteman  Missi le  weapon  system. 

The  keyboard  printer  is  used  by  Minuteman  II  and  III  launch 
crews  for  weapon  system  tests,  and  Minuteman  III  crews  for 
retargeting.  When  evaluators  of  the  3901st  SMES  became  concerned 
about  the  keyboard's  ESD  sens i t i v i ty,  the-  submi  tted  a  TO  change 
t  o  add  an  ESD  caution.  Their  i  n  t  e  n  t  i  o n  w a. s  t  o  use  the  T 0  c  h  a. n  g e 
approval  system  as  a  way  of  forcing  a.  determination  of  the 
keyboard  printer  s  ESD  sensitivity  (35: — )  .  The  change  was 
approved  and  added  to  the  procedure.  Unfortunately,  the  most  ESC 
damaging  aspects  of  the  procedure  remained.  Neither  the 
evaluators  nor  the  TO  approving  author  it/  recognized  that  the  use 
of  common  brushes  and  compressed  air  •,  non- 1  on  i  zed  air)  are 
extremely  damaging  to  ESD  sensitive  components .  Mistakes  of  this 
t-pe  could  be  avoided  by  having  a  point  of  contact  within  the  hit 
F or  c  e  wh o  c  an  certify  ESD  p r  o t  e c  t i v e  pr  oce du res. 

Another  problem  with  TOs  is  the  failure  of  contractors  and 
manufacturers  to  identify  to  the  Air  Force  the  ESD  sens  i  t  i  i  t>  of 
their  products.  This  problem,  along  with  other  issues  relating 
to  the  four  major  problems  of  ESC1  control  implementation,  are 
we  11  e y emp 1  i f i e d  in  the  following  case  studies. 

CASE  STUDIES 

F  -  1  6  i— 1 1  r  c  r  a  f  t 

The  F - 1  6  is  a  single  engine  high  performance  aircraft  1  o a. d e d 
with  electronic  components.  The  F-16  A  and  E:  electrical 
subsystems  represent  1974-1976  technology'  with  about  10  to  15 
percent  ESD  sensitive  components.  The  later  C  and  D  models, 
representing  1980-1982  technology,  have  an  estimated  70  to  80 
percent  ESC1  sensitivity.  Despite  the  extreme  sen s  i  t  i  v  i  t  .  of  the 
F - l o ,  ESD  requirements  we re  not  initial! y  me' u de d  i n  t h e 
development  or  early  production  contracts.  Thus,  none  of  the 
maintenance  procedures  incorporated  ESD  precautions  <15:23'. 
Howe"er  ,  the  subsequent  fai  lures  which  occurred  cue  to  the  1  :<c> 

■  t  ESD  c  o n t r o Is  d  t d  n o t  q  o  unnet i ced , 

One  group  that  became  suspicious  of  F-l*  fai  lures  !■'=.=  at  the 
Ogden  mLl  .  Our  i  rig  the  1981-1982  time  frame,  F-l-ts  where  being 
del  nared  to  Ogden  ALC  tor  structural  modifications.  No 
electrical  s>  s  t  erti  s  were  direct!  ■  involved,  nonetheless,  some 
electrical  disconnects  and  component  removals  were  required  in 


support  of  the  modifications.  Once  the  modifications  were 
completed  the  electrical  systems  were  re-instal led  and 
reconnected.  When  operational  check-outs  were  accompl  1  skied 
failures  occurred  during  self  testing.  Suspecting  ESD ,  the 
Planning  Engineer  for  the  modification  informed  the  prime 
contractor  who,  in  turn,  refused  to  acknowledge  ESD  as  the  cause 
cf  failure.  The  Planning  Engineer,  on  his  own  initiative, 
instituted  ESEi  control  procedures  for  his  operation.  SignH  leant 
improvements  were  noted  ( 39 :  — )  .  Though  this  was  not  a  very 
scientific  study,  it  does  point  out  the  problems  and  f rust r at  1  on s 
associated  witn  ESD  control  impi ementat ion  .  For  the  Ogden  ALC 
Planning  Engineer,  the  question  of  F-16  component  sensitivity  1= 
slowly  being  resolved  through  more  scientific  methods. 

In  December  1983,  Marconi  Avionics  Limited  (Airborne  Display 
Division)  ,  requested  Rome  Air  Development  Center  conduct  a 
failure  analysis  of  devices  used  in  the  F-16  Heads  Up  Displav 
(30:1)  .  This  Heads  Up  Cusp! ay  is  one  of  the  components  earl  ier 
suspected  by  the  Ogden  ALC  PI anning  Engineer  as  being  ESD 
sensitive  (39:---)  .  To  quote  the  conclusions  of  the  failure 
analysis  report  (30:2): 

The  devices  failed  due  to  gate  oxide  ruptures 
apparently  caused  by  el ectrostat i c  discharge. 

Packaging  and  handl ing  procedures  should  be  reviewed 
to  identify  shortcomings.  These  devices  are 
extremely  ESD  sensitive. 

Many  of  the  F-16's  maintenance  procedures  now  contain  ESD 
precautions,  however,  there  still  remain  some  points  to  be  made. 
First  ,  the  case  of  the  F-16  is  not  unique.  There  are  other 
components  in  use  today  that  are  ESD  sensitive,  without  being 
identified  as  sensitive.  Second,  procedures  need  to  be 
established  to  chal 1 enge  the  ESD  sensitivity  of  components. 
Without  such  procedures  the  Air  Force  is  at  this  mercy  o+  the 
contractors  and  manuf acturers  .  Finally,  there  is  nothing  cheap 
about  an  F-16.  How  much  money  could  the  Air  Force  have  saved  had 
the  component's  sensitivity  been  establ ished  dur ing  the  F-16  s 
early  development  and  production  stages-' 

Minuteman  Missile  D37  Computer 

A  major  misconception  is  that  older  technology  components 
are  not  ESD  sensitive,  and  if  they  were  ESD  sensitive,  the  TJs 
would  identify  them  as  such.  This  is  not  necessarily  true  as 
seen  in  the  case  of  tne  D37  computer. 

The  D 3 7  computer  is  used  in  the  inertia!  guidance  ot  the 
Minuteman  II  and  III  missiles.  In  1984,  in  an  attempt  to  justify 
ESD  control  costs,  the  area  handl ing  the  D37  computer  was 
surveyed  by  the  Aerospace  Guidance  and  Metrology  center  >.  mGMi 
ESD  Control  Tasl-  Group.  A  random  sample  of  It  failed  integrated 
circuits  (IC;  were  selected  for  i.  depth  failure  .naive  is. 

Nearly  every  JC  exhibited  ESD  damage  .  A  decision  was  then  male 
to  anal  /:e  a  specific  IC  (.26:  i  . 


i  h  e  I  l  =»lected  tor  further  in  v  e  s  t  i  g  5  t  i  o  r.  the  Feed 

Pr  e  KfTi  p>  1  1  f  1 er  .  Pets  w  a  5-  sc  c  umu  1  s  t  e  d  on  the  Peed  F  r  e  amp  i  ,  ♦  1  e  r  r 

termf  of  number  used  and  the  number  of  P  3 "  corriputers  1  1 '  :  n t  er  s ' 

I  I  on  1  ■  1  p  r  odu  c  e  d  .  The  data  col  I  - c  t  1  on  period  we  n  t  tr  om  ;  -  Si  •  : 

rti  1  d  1  *3*  '  2*  :  —  '  .  The  r  e  su  1  t  s  ot  th  1  =  1  n"e  s  t  '  9 a  t  1  on  ".er  e  br  ,  e  f  e  z 

dur  1  n  9  s  1  936  AGMC  staff  as  s  1  stance  visit,  dur  1  ng  wh  1  ;h  1  t  >•.  s  s 
stated  that  <  26 :  —  :■  : 

aGMC  spent  $ 15,061  in  1 984  on  P-  3  7^  memor > 
preamp)  i tiers  to  produce  P37  computer  s .  we  neve  seen 
s.  ?CiV  reduction  in  orders  t  or  this  particular  c  h  ,  p 
oner  the  past  2  -ears  which  equate  to  an  annual 
savings  tor  this  part  alone  ot  $-10,543.  1  -J e  have  not 

included  in  this  estimate  the  P  3  7  c om  pu  ter  test  and 
repair  costs,  Minuteman  II  system  test  and  repair 
C  o  s  t  s  ,  a  n  d  system  shipping  costs  t  o  a  nd  t  r  om.  the 
field  of  s v stems  failing  prematurely  due  to  E S 0 
related  c  a  u s  e  s  . 

aGMC  spent  $  2 , 97  3  to  establ  1 sh  ESP  controls  in  the  P 3" 

Compu  ter  area;  most  I  •  a  one  time  expense.  Their  reported  s  a"ir-qs 
to  investment  ratio  was  4  to  1  <.  26 :  — )  .  This  is  r  emark  abl  e 
consider  1  ng  this  savings  is  due  to  the  ESC1  protection  of  .1  u  5 f  one 
I C .  A CMC  currently  uses  several  thousand  ICs,  most  with 
se  n  5 1  t 1 v 1  t i e  s  similar  to  the  Read  Pr  e  amp  I  1 f ier  .  Further,  the  P  3 17 
computer  wasn't  the  only  area  A CMC  investigated.  AGMC  also 
investigated  a  problem  with  the  B-52  borriber  navigation  s.-stem. 

B-52  Nav 1 oa  t i on  S>  s  t  em 

An  extremely  high  failure  rate  was  reported  for  the 
mc  c  e  1  e  r  ome  t  e  r  Restoring  Amp  1  if  ier  (ARA)  used  on  the  B-52 
navigation  system.  Pur  1 ng  the  mi d  1 970'  s  the  ARA  had  no 
sensitive  circuits.  Ov e r  t he  ns x  t  se v er  al  ye  ar  s  ,  c hi  an ge  s  1  n 
design  resulted  in  these  circuits  being  ESC1  sensitive.  Puring 
1  933  and  ear  i  y  1  9S4  aGMC  technician s  started  t o  c omp  lain  t hi  a  t 
se  r  v 1 ceabl e  ARA  s  wou Id  fail  wh en  1 n  s  t  a  1  1 e  d  on  an  sees  I er ome  ter. 

On  1  y  one  in  three  ARAs  would  work  .  In  October  1934,  ESP  control  s 
wer e  instituted.  Dr  am a tic  re  su 1  t  s  we  r e  ob se r  v sd  1  27 :  —  >  . 

After  implementation  of  ESC1  controls  the  technicians 
r  e p o r  t  e d  u  s  1  n g  a p p r  o x  1  m a t e  1  t  o n e  A R A  p e r  acce  1  er  c>rri e  ter  .  For 
their  efforts,  AGMC  enjoyed  an  annual  savings  of  $15,162  in 
maintenance  cost  wnan  hours  only1  on  an  investment  of  $542 
( 27  s — 1  .  A  saving  was  also  enjo/ed  because  of  the  reduction  in 
parts  demands  <  23: — > .  Eventually,  fa  1  led  ARas  were  sent  for 
de  ta  1  1  ed  anal  >  s  1  s  ,  dur  1  ng  wh  1  ch  it  was  ver  1  f  i  e  d  the  hRhs  ut  r 
indeed  E SD  sensitive  <  2 7 : . 

The  point  of  t h  1  s  case  stud-  1  s  that  assumptions  about  EEC1 
sens  1  t  1  v  1  t  /  can  be  wrong.  Just  because  a  par  ticul  ar  component 
has  been  in  the  Air  Force  inventor  •  for  man*  ,-ears  doe  sn  t  mean 
the  component  1  s  not  ESP  sens  1  t  1  ve  .  Fur  ther  ,  this  c ?;e 
high!  1 gh t  s  the  necessity  of  p  r  op e  r  1 >  identifying  all  ESP 
sensitive  c  emp on  e  n  t  s  used  b >  the  Air  Force. 
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The  preceding  case  studies  are  not  isolated  incidents.  »r 
analysis  conducted  by  the  Air  Logistics  Center  in  Can  Antonie, 
Te:,as,  showed  that  annual  support  costs  can  oe  reduced  b  1  .C 1  '  ; 
percent  through  the  implementation  ot  LSD  control  _  + or  sensiti - 
components.  In  dollars  and  cents,  a  20  percent  reduction  in 
support  costs  represents  a  savings  o-f  S-4 . 1  mil  1  ion  vear/Air 
Logistics  Center  (24,--)  . 

The  purpose  ot  this,  and  the  previous  Tour  chapters  was  t : 
snow  the  significance  o-f  the  EBD  problem  and  how  poor)  y  the  Ai-' 
Force  is  dealing  with  it.  The  ne:;t  chapter  wii  i  recommend  what 
the  Air  Force  must  do  to  establ i sh  an  effective  ESD  control 
program . 


Chapter 


FINDINGS  AND  DEl  CNMENDAT  IONS 


This  paper  began  by  stating  the  Air  Force 
c  0(7, prehens  3  v  e  program  to  control  ESD  ,  reet.il  tin 
unnecessary  expenditure  of  millions  of  dollars 
doi nted  out  that  attempts  to  estab 1 ish  an  e+Fe 
control  pr ogram  have  been  hampered  by  a  tail ur 
leadership  to  recognize  the  significance  cA  th 
failure  cf  most  grass  roots  operations  to  mit 
effective  countermeasures .  In  support  of  thes 
sources  and  effects  o+  ESD  ana  its  impact  on  e 
components  were  described.  The  experiences  of 
were  ‘-.hen  sum  mar  1  z  ed  and  tne  cost  of  ESD  contr 
Next,  problems  in  the  Air  Force's  ESD  control 
discussed,  to  include  three  case  studies  of  sc 
Air-  Force  components.  This  final  chapter  tal  e 
findings  discussed  in  this  report  and  mates  re 
what  must  be  done  to  effectively  control  ESD  1 
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Many  Air  Force  electrical  components  are  sensitive  to  ESD. 
As  the  trend  in  m i c r oe 1 ec t r on l c s  continues,  the  number  of  ESD 
sensitive  components  will  only  increase.  Unf  or  t  un  a  t  e  i  y  ,  the  Air¬ 
force  has  not  l-  ept  pace  with  the  ESD  threat  caused  by  the 
advances  in  technology,  and  no  comprehensive  Air  Force  program 
exists  which  effective!  v  controls  ESD.  Further,  the  1  act  of 
controls  has  resulted  in  unnecessary-  costs  in  the  mil  1  ions  of 
do! 1 ars  and  a  decrease  in  component  rel labil if v. 


The  Air  Force  is  currentl  y  mal  ing  a  concerted  effort  to 
conserve  resources.  ESD  control s  can  sign i f iranti y  contribute 
this  effort  by  reducing  the  demand  for  replacement  parts  and 
related  cost.  Unfortunately,  the  threat  of  ESD  r.  not  readily 
recognized  b  v  Air  Force  personnel  .  The  f  fir  eat  of  LSD,  by  its 
ve’-y  nature,  is  difficult  for'  the  uninformed  u  untrained  to 
appreciate.  This  point  was  wel  1  made  dun  rv.;  the  1 Q  F9  EDS  ESl.f 
Symposium  < 1 D : 1 ES i . 


To  the  uninitiated,  if  is  magic,  any  its  effects  can 
seem  1  if  e  the  worl  of  the  deal  to  management  pi  agued 
with  unrel lable  products  and  low  yield  rates.  The 
problem  is  generalized,  intangible,  and  all 
per vas l ve . 


The  rtir  Force  needs  a  comprehensive  ESD  control  program  and 
ESC1  awareness  training  is  a  good  way  to  start.  Awareness 
training  would  include  the  most  senior  Air  Force  leadership  and 
work  its  way  down  to  the  young  airmen  in  technical  school . 

Once  people  are  convinced  of  ESD' s  impact,  the  development  and 
implementation  of  an  effective  Air-  Force  w  i  de  ESD  control  program 
will  be  e asy . 


RECOMMENDATIONS 

An  office  of  primary  responsibil i ty  (OPR)  for  ESD  control 
should  be  establ ished  within  Headquarters  USAF .  The 
establ ishment  of  such  an  OPR  would  serve  to  minimize  the  impact 
of  ESD  on  electronic  component  reliability,  operational 
effectiveness,  and  life  cycle  costs  by  providing  central ized 
control  of  an  Air  Force  wide  problem.  This  office  would  be 
manned  by  experienced  ESD  special ists  whose  sole  duty  is 
re  sp  on  s  i  b  i  1  i  t  y  for  the  de  v  e  1  opmie  n  t  ,  i  mp  lamentation,  and  ov  er si  gh  t 
of  the  Air  Force  ESD  control  program.  An  Air  Force  office  of  ESD 
wou Id  also: 

1.  Appoint  A SMC  as  the  Air  Force  ESD  Technology  Center. 

Such  a  center  would  serve  as  the  Air  Force  focal  point 
for  ESD  expertise  and  provide  assistance  to  the  major 
commands  as  requested. 

2.  Ensure  the  development  and  documentation  of  detailed 
handling  procedures  in  appropriate  Air  Force  technical 
orders  and  regulations. 

3 .  Deve 1  op  a  system  of  i den  t i f y i ng ,  eval uat i ng  and 
reporting  of  lower  rel iabil ity,  lower  operational 
effectiveness,  higher  failure  rates,  and  increased 
system  life  cycle  cost  due  to  damage  of  electronic 
subsystems  and  equipment  by  ESD. 

4.  Direct  the  tracking  of  failure  rates  of  suspect 
electronic  componen ts .  If  data  dictates,  direct  ESD 
simulation  testing  and  request  in  depth  failure  analysis 
of  su  sp e  c  t  c  omp on e n  t  s  f  or  ESD  se n  s  i  1 1  v  i  t  y  . 

5 .  Develop  a n d  keep  current  a  set  of  general  h ow 
malfunction  codes  relating  to  ESD  failures  to  assist  in 
the  development  of  a  data  base  for  continued  analysis  of 
ESD  in  the  Air  Force. 

6.  Work  wi th  suppl iers  to  encourage  the  development  and  use 
of  improved  protective  circuitry  on  parts  suppl led. 

One  of  the  first  goals  of  this  Air  Force  office  of  ESD  would 
be  to  miake  senior  Air  Force  leadership  aware  of  the  problems  o  + 
ESD,  so  as  to  obtain  funding  and  support  for  the  Air-  Force  ESD 
control  prograrri. 


Their  next  step  would  be  to  publish  an  Mir  Force  regulation 
providing  the  major  commands  pol  i  c  /  guide!  ines  tor  the 
implementation  and  management  oh  the  Air  Force  ESC1  control 
program,  similar  to  AFF1  66-33  which  provides,  guide!  i  ne  s  tor  fhe 
Air  Force  Foreign  Object  Damage  ■ FOD>  prevention  program. 

Attached  'See  Appendix)  is  a  proposed  Air  Force  E 3D  regulation. 
This  re gu 1  a t i on  includes: 

1.  The  ESD  control  program  objectives  and  pol  icies. 

2.  References  tor  ESC1  control  program  implementation. 

3.  Definition  ot  terms. 

4.  Background  of  ESD  and  concepts  ot  control  . 

5 .  Responsibilities  o  t  the  Air  S  t  a  1 1  a  n d  the  major 
c  omm a  n  d  s . 

The  necessi  ty  of  an  Air  Force  ESC)  regulation  has  been 
recognized  by  many  Air  Force  personnel .  In  a  16  Ma >  198*  letter 

addressed  to  the  HQ  SAC  Inspector  General,  Brigadier  General 
George  L.  Butler,  the  HQ  SAC  Deputy  Chief  of  Staff -Plans,  Major 
General  Jamies  P.  McCarthy,  stated  ( 29 : -  -  >  : 

...to  be  totally  effective,  it  is  imperative  the  Mir 

Force  fully  recognize  the  need  for  additional 

guidance  in  the  form  of  an  A F  regulation  Con  ESDI  for 

which  MAJCOMs  can  tailor  their  respective  program.? 

through  MAJCQM  supplement. 

Such  an  ESC'  regulation  has  been  twice  drafted  and  submitted 
to  the  Air  Staff  (22:  — ;  25:  —  >.  The  first  time  was  i  r.  the  earl,. 
1980's  by  Mr.  Will  i  am  H.  Thompson  ,  former  Ogden  ffLC  ESC1  Control 
Monitor.  A  more  recent  recommendation  was  made  in  September, 
1986,  by  Captain  Jeffrey  M.  Cukr  ,  Electronics  and  Computer 
Resources  Branch,  Headquarters  AFLC.  Captain  Cukr  s 
recommendation  is  still  under  consideration.  Both  proposals 
provided  the  basis  for  the  proposed  Air  Force  ESC)  regulation 
located  in  this  paper's  appendix. 

Given  senior  Air  Force  leadership  continues  to  doubt  the 
validity  of  the  ESD  problem  and  the  necessity  of  a  comprehensive 
ESD  control  program,  an  ESD  reliability  impact  study  should  be 
initiated.  This  stu  dy  would  collect  field  repair  a  c  t  i  v  it.-  data 
and  perform  failure  analysis  to  determine  the  impact  of  ESC-  or 
Air  Force  component  costs  and  reliability.  Such  a  collection  of 
data  should  prove  the  necessity  of  an  effective  Mir  Force  ESC1 
control  program.  In  May  of  1983  such  a  study  was  proposed  t-  ;mF 
Associates,  Rome  ,  New  York  (32:--).  The  proposal  was  war  > 
positively  evaluated  and  recommended  for  implementation  to 
Headquarters  AFLC  as  well  as  specific  logistics  centers. 

Although  not  funded,  the  proposal  generated  some  thought  i  r,  the 
ALCs  and  indeed,  some  action  (21:--). 
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In  summary,  the  purpose  of  this  paper  was  to  document,  ir. 

;  a .  men  s  terms,  a  case  -for  implementation  of  a  comprehensive  hit 
Force  ESD  control  program  ,  As  discussed,  ESD  is  the  discharge  of 
static  electricity  which,  even  at  relatively  low  voltages,  can 
damage  appro::  1  matel  v  60  percent  of  the  electronic  components 
produced  today.  In  totally  uncontrol  1 ed  environments,  worst  case 
ESE'  could  immobilize  virtually  anv  and  all  electronic  systems, 
■'■rjvats  industry  s  initial  response  to  ESE'  was  the  implementation 
o'  special  controls  tor  ESD  sensitive  components.  However,  these 
earl  v  attempts  to  implement  effective  control s  were  hampered  by 
the  !ac  of  personnel  awareness  and  understanding  of  ESD,  and  the 
1  srf  of  evidence  proving  ESD  s  negative  effects.  One  company  , 
the  Loot  heed  Missiles  and  Space  Company  (LMSC .  eventually 
overcame  the  problems  of  implementation  and  realized  a  cost 
savings  in  the  millions  of  dollars.  The  earl v  problems 
encountered  by  private  industry  are  similar  to  the  Air  Force  s 
current  problems  with  regard  to  implementing  effective  ESE' 
contro 1  s  . 

The  Air  Force  has  a  variety  of  implementation  problems;  most 
attributable  to  the  1  act  of  awareness  and  understanding  of  ESE1  D  v 
Air  Force  personnel  .  Further ,  the  lack  of  hard  evidence  has 
r  ;r>dered  efforts  to  convince  senior  Air  Force  leadership  to 
commit  the  needed  resources  to  establish  a  comprehensive  ESD 
control  program .  A  review  of  case  studies  illustrated  the 
ineffectiveness  of  the  Air  Force  s  current  ESE'  control  efforts. 
According  to  an  anal  ysis  conducted  by  the  San  Antonio  ALC  .  a 
savings  of  S4  .  l  mi  1  1  l  on /year /'ALC  can  be  realized  through  the 
implementation  of  effective  ESE'  controls. 

Convincing  senior  Air  Force  leadership  of  the  benefits  of 
ESE'  controls  should  be  the  necessary  first  step  toward  the 
implementation  of  a  comprehensive  Air  Force  ESD  control  program . 
Me-  t,  a  Fleadquarters  Air  Force  DPR  for  ESD  control  should  be 
establ  ished.  Such  an  office  would  serve  to  minimize  the  impact 
ot  ESD  on  electronic  component  reliabi'ity,  operational 
effectiveness,  and  life  cycle  costs  by  providing  centralized 
control  of  an  Air  Force  wide  ESD  control  program.  Additionally, 
implementation  of  this  program  would  be  done,  in  part,  by 
pub!  lshing  an  Air  Force  regulation  for  ESE'  control  .  This 
regul  ^tion  would  provide  the  major  commands  policy  guidelines  for 
tne  establ ishment  and  implementation  of  the  Air  Force  ESD  control 
program.  The  above  recommendations  are  not  all  inclusive,  there 
are  many  others.  However,  failure  to  tale  any  actions  toward  the 
implementation  of  an  effective  Air  Force  ESEi  control  program .  is 
in  contradiction  with  the  basic  doctrine  of  the  Air  Force. 

AFM  1  - 1  ,  Basic  Aerospace  Eioctrine  of  the  United  J5ta_tes_  A  i  r 
F or c e  .  states  7  17:4-9)  :  ~ .  .  . 

The  capabil lty  to  win  tomorrows  war  demands  that  the 
Air  Force  research  and  development  efforts  must  not 
only  exploit  new  technologies,  they  must  also  push 
the  1  units  of  technology  to  discovery  and 
treat  through  . 


This  statement  describes  a  service  which  is  at  the  cutting 
edge  of  technology- — a  service  who  sets  the  example  -for  private 
industry  and  the  other  services.  Unfortunately,  the  Air  Force's 
attempts  to  control  ESD  is  far  from  representat 1 ve  of  a  service 
who  is  at  the  cutting  edge  of  technology;  much  less  one  who  is 
prepared  to  "exploit  new  technologies."  Clearly,  the  Air  Force 
can  ill  afford  not  to  keep  pace  with  changes  in  technology.  Now 
is  the  time  for  new  initiatives  to  counter  the  ESD  threat  so  as 
to  ensure  the  effectiveness  of  present  and  future  Air  Force 
systems.  Within  the  Air  Force,  an  urgent  need  exists  for  the 
implementation  of  a  comprehensive  ESD  control  program. 
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DEPARTMENT  OF  THE  AIR  FORCE  AF  REGULATION  XX -XX 

Headquarters  US  Air  Force 

Washington  DC  20330  (date) 


Equipment  Maintenance,  Engineering,  and  Supply 

ELECTROSTATIC  DISCHARGE  CONTROL  PROGRAM 

This  regulation  provides  major  commands  (MAJCOM)  policy  tor 
implementing  and  managing  the  Air  Force  el ectrostat 1 c  discharge 
(ESD)  control  program  to  control  damage  to  sensitive  Air  Force 
electronic  systems,  subsystems,  and  equipment.  ESEi  control 
begins  with  the  design  ot  new  electronic  equipment,  continues 
through  manuf acture ,  assembly,  and  inventory,  and  remains  in 
place  throughout  the  life  of  the  equipment,  at  all  levels  of 
distribution,  maintenance  and  operations. 


F'ar  agraph 


Purpose . 1 

F'ol  icy . 2 

References . 3 

Terms  Explained . 4 

Background . 5 


General  Concepts  of  ESD  Control 
Responsibilities  Assigned . 


1.  Purpose.  This  regulation  establishes  policy  to  minimize  the 
impact  of  ESD  on  electronic  equipment  reliability,  operational 
effectiveness,  and  life  cycle  costs. 

2.  Policy.  An  effective  Air  Force  ESD  control  program  will  be 
implemented  IAW  MIL-STD-129,  DOD-STD-1686 ,  DOD-HDBK-263  and 

TO  00-25-234.  This  policy  applies  to  all  organ l z at l ons 
acquiring,  distributing,  maintaining,  testing,  operating,  and 
managing  ESD  sensitive  (ESDS)  items.  Each  MAJCOM  will  assign  an 
QF’R  to  establish  command  policies  for  the  implementation  of  ESI' 
controls  (supplement  required)  . 


-sj  O 


References: 


a  .  MI  L-5TD-  1  29  ,  Marking  for  Shipment _ and  -2  tor  age  . 

b  .  DOD— STD -1686  ,  Electrostat  ic  Discharge  Control  c-'rogratr. 

tor  Protection _ of  Electrical  and _ El  ectron  ic _ p  ar  t  s  ■  _  A  esembl  ies  a  nc 

Equipment  >E::cl  uding  Electrically _ Initiated  E ..  plosive  Devices.1  . 

c  .  DOD-HDBP  -263,  El ectrostat ic  Discnarge  Control  Handoccf 

for  Protection  of _ Electrical  Parts,  Assembl  ies  and  Equipment 

'E:‘d  uding  Electrically  Initiated  Explosive  Devices  . 

d.  TO  00-25-234  (Section  VII)  ,  General  Shop  practice 

Requirements  tor  the  Repair,  Maintenance,  and  Test . of  Electronic 

Equipment.  El ectrostat ic  Discharg e  Control  . 

o.  Terms  Explained, 

a.  Electrostatic  Discharge  iESDj  .  A  destructive  transfer 
of  el ectrostat ic  charge  between  bodies  at  different  electrostatic 
potentials,  either  by  direct  contact  or  induced  bv  an 

el ectrostat  ic  field. 

b.  ESC'  Sensitive  (ESDS)  Items.  Electrical  and  electronic 
parts,  assembl  ies  and  equipment  that  are  sensitive  to  ESD 
voltages.  Classes  of  sensitivity  are  discussed  in  D0D-5TD- 1 686 
and  DGD--HDBK-263  . 

c.  ESD  Protective  Packaging  .  Packaging  with  F.  S  D  protective 
(Tiateria'  5  to  prevent  ESD  damage  to  ESDS  item;. 

d.  Protective  Plandl  ing.  Nandi  ing  of  ESDS  items  in  a  manner 
to  prevent  damage  from  ESD. 

e.  F'rotected  Areas.  An  area  which  is  constructed  and 
equipped  with  the  necessary  ESD  protective  materials  and 
equipment  to  maintain  ESD  voltages  below  the  sensitivity  levei  oi 
ESEiS  components  handled  therein. 

f  .  ESD  P'rotective  Material  .  Material  capaDle  of  one  or 
more  of  the  fol lowing:  1 lmiting  the  generation  of  static 

electricity,  rapidly  dissipating  el ec trostat l c  charges  over  its 
surface  or  volume,  or  providing  shielding  from  ESD  spar! 
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d  i  5  c  h  ar  ge  or  el  e  c  t  r  os  t  a  t  i  c  fields.  E  ><:  amp  I  as  of  materials  me  I  ud 
ionised  air  blowers,  electrostatic  sur- ve v  meters,  personnel  i-.tr  i  5 
strap;,  personal  apparel,  grounded  soldering  irons  and  test 
equipment,  and  conduct  1 ve  table  tops,  floors,  floor  mats,  and 
s  t  o  o  1  s  e  a  t  c  o  v  e  r  =. . 

5.  Background. 

a  .  Recent  tech  n  o  1  og  1  cal  adv  an  c  e  s  in  e  1  e  c  t  r  on  1  c  s  hi  au  e 
resulted  in  increased  sens  1  t 1 v 1  tv  to  damage  b»  ESD.  The 
c  onstruc  t  1  on  and  d e  s  1  g n  feature  s  o f  current  m  1  c  r  o  tech ri o  log-  h  a 1 1  e 
resul  ted  in  components  that  can  be  destroyed  or  damaged  b>  ESC 
v  o  1  t  age  s  as  low  as  2u  uol  ts.  The  sens  1  t  1  u  i  t  >  of  these  comp  orient 
makes  then  extremely  vulnerable  to  electrostatic  1 1  o 1  t a g e  s 
c  orrirri  o  n  1  >  generated  <  1  0  0  -  Si  5 , 0  0  0  v  ol  ts)  in  electronics  hand'  1  n  g 


b.  Protection  of  ESDS  components  can  be  provided  through 
tne  implementation  of  relatively  1 ow  cost  ESD  controls.  The  I  a: 
of  these  c  o  n  tr  o  Is  has  resulted  in  hi  1  g  hi  repair  cost,  e  *  c  e  s  s  1  1  e 
equipment  downtime,  and  has  reduced  mission  effectiveness  becaus 
susceptible  components  are  being  damaged  dur  1  ng  assembl  -  , 
inspection,  handling,  packaging,  shipping,  storage,  installation 
use  and  maintenance  throughout  the  component  s  life  c v c 1 e  . 

c  .  Th  15  re gu  1  a  t  1  on  e  s  t  ab  1  1  she  s  an  ESC1  c on  t  r  o  1  p r  ogr  ami  t  : 
minimize  the  effects  of  damage  by  ESD.  The  relatively  modest 
outlay  of  capital  investment  can  be  amortized  within  the  first 
few  months  of  operation  through  the  savings  of  parts  that  would 
h  a v e  other w 1 s e  been  destroyed. 

;.  General  Concept  of  ESD  Control . 

a.  EEC'S  parts  and  assembl  1  es  are  most  vulnerable  when  the- 
are  being  handled  during  assembl-,  d  1  sassemb  I  »•  ,  inspection,  test 
repair,  cleaning,  packaging,  and  transporting. 

b.  ESD  protection  can  be  afforded  bv  the  comibi  nation  0+ 
general  means:  (  1  ESD  protective  hand!  1  ng  and  (2'  ESC'  protected 

b  T  b  z  , 

1  1  )  E  S  0  p  r  o  t  e  c  t 1 v e  handling  1 n v  o 1 v e  s  p  e  r  s  o  n  n e 1 
wareness  of  the  ESD  problems  and  implementation  of  the  necessar 
SD  pr  ecau  t  1  oner,  procedures  outlined  in  governing  d  1  r  e  c  t  1  •  e  . 


"I 
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<£>  E3D  protected  areas  are  places  where  ESDS 
components  may  be  handled  outside  of  their  ESD  protective 
p ac k a 9 i n 9  w 1  t h ou t  e x p osur e  to  v o  1  t age s  abov e  their  sens i t i v 1  t y 
1 e v els. 

c.  The  provisions  0+  DOD-STD-1686  can  be  tailored  to  match 
the  reauir erne  n  t  s  t or  new  or  mod i  +  ied  electronic  systems  an d 
subsystems.  The  Statement  0+  Work  i+ tec t s  the  following  in 
c on  t  r  ac  t  u a  1  doc ume  n  t  s . 

<  1  >  The  c on  t r  ac  t or  sh all  i  mp  1  erne n  t  an  ESD  c on  t r  o  1 
program  to  protect  electronic  parts,  assembl ies,  and  equipment, 
and  during  design,  development,  manufacture,  assembly,  test, 
inspection,  packaging,  and  shipment. 

( 2 ?  ESD  sensitivity  shall  be  a  design  consideration  so 
the  end  t tern  will  function  within  the  operational  environments  as 
1 nte n de d . 

'3)  The  contractor  shall  identity,  mark,  and  c  1  as  s  1  +  > 
the  ESD  sensitive  components  and  assembl ies  in  design,  on 
engine  •?  r  1  n  g  dr  aw  i  ngs  ,  an  d  in  the  technical  data. 

<  4  >  The  contractor  shal  1  develop  and  documient  de  t  a  1  led 
hand!  ing  procedures  tor  the  ESDS  components  in  the  appropr  1  ate 
operating  and  maintenance  TOs. 

<5>  The  contractor  shall  mark  the  ESDS  components  down 
to  the  printed  circuit  board  level  and  equipment  enclosures  wi  th 
the  MIL-STD-129  sensitive  electronic  device  symbol.  Equipment 
enclosure  covers,  doors,  or  drawers  shall  also  be  marked  wi  th  the 
MIL-STD-129  symbol  and  with  caution  decals  referring  to  specific 
TOs,  thus  providing  necessary  guidance. 

*  >  The  contractor  shall  protect  external  equipment 
cabinet  terminals,  test  points,  and  cable  connectors  with 
appropriate  ESD  protective  shunts,  caps  and  covers.  Spare  part; 
and  assemblies  that  are  ESD  sensitive  will  be  packaged  in  ESD 
protective  packaging  and  marked  with  MIL-STD-129  symbol  and 
precautionary  notice. 


d.  ESD  protection  shall  also  be  extended  to  automatic  data 
processing  equipment  (ADF'E)  .  The  ESD  control  measures  should  be 
provided  to  minimize  the  adverse  e+'-fects  of  E5D  in  the  operation 
and  maintenance  of  ADF'E  .  The  following  control  measures  should 
be  cons  1 dered . 


(1)  The  grounding  of  cabinets,  operator  terminals 


tape  drives,  memory  disk  enclosures  to  minimize  perturbations  and 
component  failures  from  operation  personnel  generated  static 
electricity.  The  use  of  grounded  conductive  floor  mats  and  topic 
antistat  sprayed  on  carpeted  floor  should  also  be  considered. 


(2)  Maintenance  personnel  shall  wear  approved  current 
limiting  wrist  straps  connected  to  the  grounded  cabinets,  when 
changing  circuit  boards  ,  and  testing  for  failed  components. 
Cabinet  doors  shall  be  marked  with  the  M IL--STD- 1 29  ESC'  symbol  and 
appropriate  caution  statements  to  turn  off  power  and  to  tal  e 
necessary  ESD  protective  measures  prior  to  opening  the  cabinets. 


(3)  Provisions  shall  be  taken  for  ESC'  protective 
packaging  and  caution  labels  for  ESDS  replacement  parts  tor  ADF'E 


(4)  Provide  training  for  ADF'E  operating  and 
maintenance  personnel  to  minimize  the  impact  of  ESC'  on  the 
reliability  of  ADF'  equipment. 


7.  Responsibilities  Assigned: 

HQ  USAF/LEY.  HQ  USAF/LEY  wi 


a  . 


'  1  )  Assign  a  headquarters  OFF  for  the  Air  force  t.'[ 
Control  Program . 


<2)  Establ  ish  ESD  control  program  pol  ic>  and  prc «  ide 
overal  1  direction  and  guidance  by  maintaining  and  updating  t-  .  - 
regul at  ion  . 


'31  I  mp  1  ement  an  Air  f  ore  e  ESD  c  nr  t  r  c  1  pr  oqr  an.  t  r  ; 
will  provide  ESC'  protection  tor  all  Mir  force  Systems  luring 
design,  manufacture,  assembly,  operations,  and  ma  i  t  en  an  ~  e  , 
all  1  eve  1  s . 


4  Maintain  and  distribute  a  'it 
►:  adq  i  ^  r  t- or  s  F  '3D  points  of  cant  a  *  ■:  f  fK  s 
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(5)  Implement  a  cross-tel 1  program  to  give  ESD  data 
and  program  information  to  other  MAJCOMs. 

(6)  Provide  HQ  USAF/I6  with  inspection  checklists  to 
verify  the  MAJCOM's  compl lance  with  the  provisions  of  this 
regulation.  Provide  guidance  to  correct  any  identified 

def l c i enc l es . 

(7)  Direct  the  development  and  use  of  a  set  of  general 
"how  malfunction"  codes  relating  to  ESD  failures  for  use  with  the 
Maintenance  Data  Collection  system. 

(8)  Develop  a  system  of  identifying,  evaluation  and 
reporting  of  lower  reliability,  lower  operational  effectiveness, 
higher  failure  rates ,  and  increased  system  life  cycle  cost  due  to 
ESfi  damage  of  electronic  subsystems  and  equipment. 


b.  Responsibilities  of  the  MAJCOMs: 

(1)  Assign  a  headquarters  OF'R  responsible  for  the 
development  of  command  policy  to  implement  this  regulation. 

(2)  Publish  a  supplement  to  this  regulation  detailing 
command  pol icy  for  the  implementation  and  management  of  an  ESD 
control  program . 

(3)  Mandate  ESD  training  for  all  personnel  who  handle 
ESD  sensitive  components  and  anyone  entering  ESD  control  areas 

such  as  orderl y  room  personnel  ,  visitors  and  building 
custodians)  .  Management  personnel  must  also  be  trained  to  ensure 
implementation  and  support  of  an  effective  ESEi  control  program . 

(4)  Establ  ish  procedures  for  unit  personnel  to 
challenge  the  ESD  sensitivity,  or  insensitivity,  of  electronic 
components . 

(5)  Track  failure  rates  of  suspect  electrical 
components  and,  if  data  dictates,  request  analysis  for  ESD 
sens  it l v 1 1 y  . 

(6)  Coordinate  with  the  Air  Force  ESE'  Technology 
Center  for  ESEi  failure  analyses,  fail  ure  assessments,  failure 
rate  studies,  and  cost  benefit  analyses. 


«  •  ,  "t  .  \  «'  . 
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(7)  Serve  as  a  clearing  house  within  the  command  -for 
ESD  information.  Implement  a  cross-tel 1  program  to  give  ESD  data 
and  in-formation  to  other  units  within  the  command  . 

(6)  Provide  command  inspectors  with  ESE'  checklists  to 
verity  compl iance  with  this  regulation  and  command  supplement. 
Provide  guidance  to  correct  any  identi-fied  deficiencies. 

c.  Air  Force  Logistics  Command  (AFLC) .  AFLC  will  also: 

(1)  In  addition  to  the  headquarters  OPR,  appoint  an 
OPR  at  the  Aerospace  Guidance  and  Metrology  Center  (AGMC)  ,  and 
each  Air  Logistics  Center  (ALC) . 

(2)  Resolve  problems  of  ESDS  items  currently  in  Air 
Force  inventories  not  identified  as  ESDS.  Verify  accuracy  of  the 
list  of  Air  Force  items  presently  identified  as  ESDS. 


(3)  Establish  an  Air  Force  ESD  Technology  Center  which 


will: 


(a)  Act  as  the  Air  Force  focal  point  for  ESEi 


expert i se  . 


(b)  Assist,  when  requested,  organ i z at i ons  in 
conducting  ESD  failure  analyses,  failure  assessments,  failure 
rate  studies,  and  cost  benefit  analysis. 

(c)  Assist  policy  making  organ i zat ions  with 
technical  evaluations  and  solutions  for  ESD  control  programs . 

(d)  Provide  sources  of  ESD  training  materials, 
technical  information  and  proper  ESD  control  equipment  to  all 
requesting  MAJCOMs  and  separate  operating  agencies. 

(e)  Provide  information  to  keep  TO  00-25-234, 
Section  VII,  and  other  appropriate  publications  current  . 

(f)  Develop  evaluation  techniques  for  use  by  ESD 
control  program  monitors  to  evaluate  the  effectiveness  of  their 
ESD  control  program . 

(g)  Coordinate  with  Air  Force  Systems  Command  in 
developing  improved  ESD  protective  handling  procedures, 
equipment,  and  packaging. 


(4)  Provide  recommendations  to  Air  Training  Command 
CATC)  on  the  ESD  control  training  to  be  incorporated  in  ATC 
controlled  courses. 


(5)  For  all  ESDS  items  and  components,  ensure 
purchasing  and  contracting  organizations  spec i f  y  in  contracts, 
del  i  very  orders,  purchase  orders,  etc,  the  requirements  of 
MIL-STD-12?,  DOD-HDBK-263  and  DOD-STD- 1 686 . 


C  6 >  When  no  existing  test  data  is  available,  direct 
contractors  to  test  item  ESD  sensitivity  and  provide  test  data  t< 
the  acquiring  activity,  as  specified  in  DOD-STD- 1 686 . 


(7)  Update  specific  product  TOs  and  engineering 
drawings  with  appropriate  warnings,  notices,  and  instruction 
when  an  unacceptable  level  of  system  rel iabi 1 i ty  due  to 
insufficient  ESD  controls  is  experienced  on  those  items. 


Air  Force  Systems  Command  (AFSC).  AFSC  will  also; 


(1)  Ensure  the  design,  development  and  production  of 
all  new  electronic  systems  and  equipment  have  a  comprehensive  ESD 
control  program  IAW  DOD-STD- 1  686 . 


<2>  Direct  contractors  to  do  ESD  sensitivity  testing 
on  items,  provided  no  data  is  available,  and  provide  test  data  to 
the  acquiring  activity  I AW  DOD-STD- 1 686 . 


<3>  Develop,  with  assistance  from  the  operating  and 
support  commands,  the  ESD  control  measures  for  use  by  all  Air 
Force  personnel  who  deal  with  ESDS  itemis. 


<4)  For  all  ESD  items  and  sensitive  components,  ensure 
purchasing  and  contracting  organizations  specify  in  contracts, 
delivery  orders,  purchase  orders,  etc,  the  requirements  of 
M I L-STD- 1 29 ,  DOD-HDBK-263,  and  DOD-STD- 1 686 . 


(5)  Develop  ESD  control  design  criteria  and 
component/circuit  protection  methods  to  rrnnimize  the  effects  of 
ESD. 


Operating  Commands.  Operating  Commands  will: 


(1)  Ensure  ESD  control  policies  and  procedures  are 
implemented  in  organizational  and  intermediate  maintenance  levels 
and  distribution  (supply)  organizations. 

(2)  Assist  AFLC  in  determining  and  supporting  ESD 
control  requirements. 

(3)  Provide  inputs  to  ATC  as  to  what  ESD  control 
training  should  be  incorporated  into  ATC  courses. 

(4)  For  all  ESD  items  and  sensitive  components,  ensure 
purchasing  and  contracting  organizations  specify  in  contracts, 
delivery  orders,  purchase  orders,  etc,  the  requirements  of 

MIL- ST D - 1 2 9 ,  DOD-HDBK-263,  and  DOD-STD-1 686 . 

f.  Air  Training  Command  (ATC).  ATC  will  ensure  principles 
and  procedures  for  ESD  controls  are  incorporated  in  all 
appropriate  Air  Force  training  courses.  Inputs  for  appropriate 
course  material  will  be  obtained  from  AFLC  and  Operational 
C  omm  a  n  d  s . 


g.  Air  Force  Test  and  Evaluation  Center  (AFTEC) .  AFTEC 

will: 

(1)  Develop  methods,  policies,  and  procedures  for 
evaluating  ESD  control  during  QT&E  of  electronic  systems  and 
equ i pmen  t . 

(2)  Provide  ATC  with  OT&E  philosophy,  policy,  and 
experiences  relating  to  ESD  control  to  enhance  the  quality  of 
ATC's  ESD  control  training  programs  and  courses. 

BY  ORDER  OF  THE  SECRETARY  OF  THE  AIR  FORCE 


OFFICIAL  LARRY  D.  WELCH,  General ,  USaF 

Chief  of  S t at" f 


NORMAND  G.  LE2Y ,  Colonel,  USAF 
Director  of  Administration 


